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Content :
1. What i s fRGaeMDdormation

In this chapter, we explain what Remote Control and Command (RCCMD) is and how you can use it in your network. You will
also find general information about system requirements

- General information about RCCMD

2. Installation and quick configuration guide for VMware 6. 57 8.x

This chapter guides you through all the necessary configuration points that are required or recommended to install the
RCCMD appliance for VMware. You will also learn how to secure the appliance against accidental server shutdowns. A
detailed explanation of the screens can be found in Chapter 7.2 of this manual.

- Before starting: Typical installation problems

- Deploying the OVA

- Installation via vCenter

- Quick config guide: Secure RCCMD to avoid an accidental shutdown

- Quick configuration 1: Handing over the direct Shutdown Control to RCCMD

- Quick configuration 2: Handing over the shutdown control with a vCenter (HA / Maintenance Mode)
- Quick configuration 3: Advanced Shutdown: Cluster shutdown with dependencies

- Quick configuration 4: Special information when using a vSAN i System

Tutorials for additional configuration work:

- Tutorial: Setting up a manual IP address

- Tutorial: Creating an emergency / Backup user

- Tutorial: Login via external console

- Tutorial: Adding a keyboard layout to the console

- Tutorial: How to use RCCMD with a Public Host i_enabling SSH
- Tutorial: BACKUP / UPDATE & RESTORE

3. Windows Operating Systems: RCCMD installation guide
This chapter deals with installing an RCCMD client on Windows Operating Systems.

- The difference to VMware

- The graphical installation

- Starting the configuration interface

- Console based installation i _if no GUI is available

- Silent Install T_how to create an answer file for unattended installation

4. Installation guide for Linux based operating systems

This chapter explains how to install the RCCMD client on a Linux based operating system. Please note, other Linux versions
may distinguish in commands or handling.

- Graphical Installation for Linux with GUI

- Standard installation

- User defined Installation

- Calling the web-based configuration interface

- Console installation mode for Linux without a GUI
- Silent Install i_the option file

- First start of the web-based configuration interface

Tutorials for additional configuration work:

- Tutorial: Maintenance work: Backup, Update and Restore
- Tutorial: Uninstalling RCCMD on a Linux system

5. Installation guide for MAC OS
This chapter explains how to install the RCCMD client on a MAX OSX with the InstallBuilder 20-0407.
- Installation with the MAC / InstallBuilder\2020-04-07\MacOSX\

- Starting the web interface
- Installation progress and firewall rules

6. Quick configuration guide for Windows Linux and MAC/OS

The Quick Setup captures all basic configuration steps to secure your new RCCMD installation under Linux, Windows and
MAC against an accidental shutdown. Please ensure the system status of RCCMD is set to "running" after configuration work.

- Login and Quick Start
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- Step 1: check system status
- Step 2: Setup of valid RCCMD senders
- Step 3: Heartbeats i Availability check
- Step 4: Check the local shutdown settings
- Step 5: Check the license key
- Step 6: Check password to avoid the default password

7. RCCMD Screens explained in Detail

This chapter explains in detail all screens and how to use them in order to configure RCCMD. Please note that any script
examples are generally carried out for standard installations on windows-based operating systems and may have to be
adapted to fit to your operating system and configuration.

7.1: Windows / Linux /MAC - The RCCMD client configuration interface in detail

This chapter will explain all regular client configuration screens as seen when using any Linux, Windows (Desktop,
Server, Hyper-V, Core, etc.), MAC/OS or Unix-based version.

- The Welcome / Login screen

- System status information screen

- Lodfiles

- Network Connections

- Using the Heartbeat function

- Redundancy level settings

- Shutdown control and shutdown settings
- Message and execution scripting

- Advanced Settings and Multihoming

- Web console access configuration

- Backup & Restore

- Updating the Web Interface TLS certificate
- User Settings

- Help

7.2: The RCCMD Appliance for VMware configuration interface in detail

All Appliance menus explained in detail as seen in any VMware environment. Not e, at f@fAAdvanced Opti on:¢
feature called fAiChange RCCMD t ar get oOasneddedbétweerhVMe/AREdMadeur e, it
and Client Mode.

- The language selection screen
- System status information screen
- Lodfiles

- VMware Logs
- Network Connections

- Using the Heartbeat function

- Redundancy level settings

- VMware settings

- VM Shutdown Management

- Advanced Settings

- Web console access configuration

- Backup & Restore

- Updating the Web Interface TLS certificate
- User Settings

- Help

7.3 Appendix

Among other things, this chapter is dedicated to special functions of RCCMD that do not find a place in the standard
application and deserve or need some explanation.

- The Microsoft WiChidcCwnfAR®EMti on Tool
- RCCMD Security Guide

- Why Heartbeat with TLS encryption does not work with default settings?

- How to configure the Redundancy mode

- SSL TLS ON / GF®hy an RCCMD seems to reject communication?

- Introduction RCCMD and Windows PowegbhHyperV

- Glossary: Shortcuts and definition

8. License agreement, Disclaimer, Copyrights and other stuff
This chapter shows important information no one reads normally

- Licence conditions and legal
- Copyright notice

3

Copyright of the European Union is effective (Copyright EU) (c) 2025 GENEREX Systems GmbH, Hamburg, Germany, All rights reserved
TEL +49(40)2269291&EMAIlLgenerex@generex.de WEBwww.generex.dgThis and all other product datasheets are available for download.)


mailto:generex@generex.de
http://www.generex.de/

V. 205-08-26
General functions of the RCCMD Client

LN
®

RCCHD

RCCMD is designed to individually shut down your systems in an emergency. In this case, a shutdown command is sent to the clients
by an RCCMD server - usually a UPSMan or CS141 - and implemented accordingly by the client.

The following ports must be open on your network:

Port 8080 The local RCCMD web interface is accessed via this port
Port 8443 The RCCMD web interface is called up via https
Port 6003 The RCCMD communication port for managing control signals

The RCCMD client requires a fixed IP address

This IP address must be communicated to the RCCMD server so that a clear command can be sent. If the IP address

changes dynamically or if there is no DHCP server in emergency situations, RCCMD can also be addressed directly in this
way.

Generally supported operating systems

We provide UPSMAN installers for multiple With few exceptions, RCCMD supports almost every operating system available on the market
platforms. based on Unix / Linux, Windows and numerous versions of MAC/OS and is available as a
special version for AS400. A precise list of all supported operating systems can be found in the
download area when selecting the respective installer. If your operating system or derivative is
8 Acknowledgements not listed, please contact our technical support at support@generex.de - Our technical support
will be happy to answer all your questions.

B Supported Operating Systems

Minimum system requirements for the VMware RCCMD Appliance

VMware 6.5 - 8.X i based systems

The appliance, which is officially available for download, requires VMware version 6.7 or higher. Older versions are not
supported by the official download. A download link is free of charge available at www.generex.de.

On request available: Legacy versions of the appliance for older VMware systems available

ForVMware 6.xus er s é

There is a special legacy version of the appliance for these systems, which is specially tailored to the needs of operation from
VMware 6.5. The appliance also supports the VMware vSAN function introduced with 6.7. Installation and configuration can
be carried out as described below (there may be slight deviations in the menu control compared with the latest RCCMD).

VMware5.x/6.0and ol der é

These older systems use VMware's Virtual Media Assistant, which is exclusively available in the VMware download area.
After rolling out the VMA, a special RCCMD version for VMware can be uploaded and installed via ftp.

If there is need to use an older version of RCCMD, just refer to our technical support at support@generex.de.
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RCCMD i for VMware 6.5 - 8.X

G vmware
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Some typical installation Problems:

During testing, everything worked very well, but now ¢

Check the license of your ESXi host. If you have used an evaluation key for the ESXi host when setting it up, you may have configured
some commercial functions. If you then imported the free key, strange error messages suddenly appear or the host no longer shuts
down.

Also check whether you have entered the correct key in the RCCMD. Basically, the RCCMD appliance is equipped with an evaluation
key that can be changed at any time via the web interface. When the evaluation period has expired, RCCMD will stop the service. If you
enter an incorrect or invalid key, the evaluation phase is automatically activated.

Sometimes one RCCMD runs, then the other, é

This always happens if you have accidentally entered RCCMD keys several times. In this case, when the network starts, the first
RCCMD that starts with an affected key will claim it for itself. Subsequent RCCMD clients, however, will stop again with a corresponding
|l og entry #fALicense fraud <I|IP address>.

Typical network problems, e.g., é

VLAN is in use:

Host 1

[ RCCMD Appliance]

vLAM 1 H
<

Host 2

Switch

vLAN 2

Even if both hosts are on the same switch, because the ports are separated via VLAN, they must be seen as two separate networks.

Port separation and/or missing routing:

Host 1

RCCMD Appliance
Part 1

Fart separation

Host 2

Router

Port 2

This configuration is quite common when servers are in different network segments and e.g., an uplink line to a neutral third network
segment with internet connection exists. The router requires special routing entries in order to be able to mediate between the networks.
Among other things, you can also set here that the RCCMD appliance can only reach the hosts.
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Firewall settings and intrusion detection

Haost 1

( RCCMD Appliance J

Fort blocked by firewall .

b,
e,

Host 2

A firewall or intelligent intrusion detection thinks that RCCMD has no internal port release and rejects communication. As a
consequence, RCCMD cannot reach host 2. Very large networks also use a multi-level or modular firewall concept. Check whether the
firewall settings have to be adjusted. Smaller systems, on the other hand, can get these problems if e.g., a local firewall and an
additional Internet security software package is in use simultaneously.

Deploying the RCCMD Appliance :

Open your VMware ESXi i Host and login as root:

User name root

Password - [ vmware ESXi’

Login

After successfully logging in create a new VM - For ESXi 6.5 you will find the corresponding tab in the upper bar:

() GetvCenter Server | ) Create/RegistervM | [Ig Shutdown [y Reboot | (@ Refresh | 4§ Actions

Then select the following option:

Deploy a virtual machine from an OVF or OVA file:

Creaie a new virtual achine This option guides you through the process of creating a
DE:DIG‘_.’ a virtual machine from an OVFE or OVA file virtual machine from an OVF and YMDK files.

Register an existing virtual machine

Click next to proceed to the next configuration dialogue:

Back Mext | Finish Cancel |
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Give your new RCCMD machine a unigue name:

Enter a name for the virtual machine.
RCCMD Easy Instal| *

Yirtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Place the OVA file into the necessary ESXi host window using drag and drop ...

x @ RCCMD-Appliance33 ova

Back || Mext Finish Cancel

The OVA file is preconfigured, there is no need to do any additional settings:

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
virtual machine configuration files and all of the virtual disks.

Name ~ | Capacity ~ | Free ~ | Type ~ | Thinpro... «v | Access v
datastore 45825 GB 40217 GB VMFS5 Supported Single

1 items

Due to this fact, just click on next:

Back H Mext l Finish Cancel

The RCCMD client will be managed by an according RCCMD server device. Therefore, this server device must be able to reach your
RCCMD client over local network structures.
In general, you can accept the preconfigured settings.

et PR bridged | VM Network v
Disk provisioning ® Thin ) Thick
The same works for provisioning of the hard disk space. The RCCMD OVF file is preconfigured for best use unless your hardware

platform differs from standard installation routines.

Once you have made the settings as you like, click Next to go to the next step:

Cancel

L r]

Back || Next || Fin
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This is the final step:
Please review all settings before clicking Finish:

Product RCCMD-Appliance

Wi Name RCCMD Easy Install

Disks RCCMD-Appliance33-disk1.vmdk
Datastore datastore1

Provisioning type Thin

MNetwork mappings pridged: Wi Metwork

Guest OS5 Name Unknown

Obey the special notification carefully to prevent damaging RCCMD during installation routine is running.

I.-" ' o Do naot refresh your browser while this VM is being deployed.
.

VMWare responds sensitive to browser updates during installation process. If the browser will be refreshed before installation is
finished, the process will be aborted, rendering the virtual machine unusable.

Click finish to start the installation process:

Back Mext Finish || Cancel

The automatic installation
Results and completed shows the current installation state and proper success.

7| Recent tasks

Task ~ | Target ~ | Inifiator ~ | Queusd ~ | Started ~ | Result ~ | Completed v -
Destroy (51 RCCMD_Easy_Install raot DSMS2018 13:32:17 O5MS/20M8 13:32:17 @ Gompieted sucsessfully 0552018 13:32:17
Shutdown Guest 51 RCCMD_Essy_Install raot DSMS/2018 13:31:53 05/15/2018 13:31:53 @ compieted successfully 0571572018 13:31:53
Uplosd disk - RCCMD-Applisnee32 dis... | (5 RCCMD Essy Install root D5MS/2018 12:37:10 O5/ME/2MM2 12:37:10 | Running... 1 %

Impart VApp Resources root OSMS/2018 13:43:10 OS/ME/2012 13:42:10 | Running... 58 %

Obey the Daleks:
The administrator will wait for the installation to complete before updating this browser window.

Note:

. @Iocalhost.genere(.local—V... X

Use tabbed browsing to keep working. VMware will automatically detect the current session. By doing so, administrators will be allowed
to continue working on the system while waiting for a finished RCCMD installation.

The Installation progresses

On the left side you want to find a tool called navigator. The navigator displays an
overview of all virtual machines installed on the system.
This installation example is called

1% Navigator
~ [ Host
anage

Monitor

g2 Virtual Machines .

» (H Storage
+ €3 Networking
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RCCMD_Easy Install

Search for virtual machine including the RCCMD appliance.
Clicking on it will open advanced system information about the virtual machine.

B VM erstelleniregistrieren & Aktualisieren Q, Suchen
[1.] Virtuelle Maschine ~  Status ~ .~ | Gastbetriebssystem ~ Hosiname ~ Host-CPU ~ | Hostarbeits...
O @ MNor 1,88 GB Debian GNU/Linux 8 ( Unbekannt 0 MHz 0MB
. @ Nor... | 1,88GB Debian GNU/Linux 8 (... =~ Unbekannt 0 MHz 0 MB
O 9 Mor... Debian GNU/Linux 8 (... = rcemdAppliance 8 MHz 396 MB
O @ Mor... Debian GNU/Linux 8 (... | rcemdAppliance 9 MHz 458 MB
12 Elemente

Ensure the virtual machine is running. Take a look at the list of all virtual machines and search for the RCCMD Appliance

[+] &3 RCCMD_Easy_|... The virtual machine is running
¥ = RCCMD Easy | Thevirtual machine is off

Click on the virtual machine you have installed for more detailed information.
By pressing the console screenshot, the web console for the virtual machine will be opened:

& Console B Monitor W Shut down Suspend 5 Restart | o Edit | @ Refresn % Actions ~
RGGMD Easy Install .
Guest 05 Debian GNU/Linux 3 (54-bit} ey ‘J
Suesto = L nMHz

7 @] RCCMD Easy Install

~ General Information

» & Networking
+ &8 VMware Tools
» E storage

(= Notes

~ Performance summary last hoy

100

80

/ Ready (%)

60

40

20

Gonsumed host CPU

ol— |
11:45 1153 12

| Recent tasks

As a default, the appliance will ask for a valid IP address. If your network provides a DHCP server,
RCCMD will automatically display the current IP address.

cmdApplis

e

If there is no valid IP address by DHCP, it is necessary to manually assign an IP address. in the appendix, you will find information
about the procedure
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Post installation console login

You can log on to the RCCMD appliance directly from the web console:
User: admin

Password: RCCMD

Gaining root privileges

The VMware Appliance is based on a Linux Debian 9 - The root
privileges allow the manual re-installation of official packages as
well as advanced configuration of the network interfaces.

command: sudo su

by default settings, admin has not been granted system privileges to make changes - you need to assign increased system privileges by
using the Linux command sudo su.

The installation of the RCCMD appliance is now complete. For further configuration, refer the web interface. A configuration guide for
assigning an IP address manually can be found in the appendix to this manual.

Installing RCCMD with a vCenter
At VCenter context menu, start the RCCMD installation routine by choosing Deploy OVF Template ...:

B | B B @

— [ 182 168.200.238 What is vCenter Server?
w [z Datacenter vCenter Server allows you to manage
- EI -192 153 2[\.-\ e L mniltinla FEYIFSYi hnete gnd the virtual
& éccrﬁ [g Actions - 192 168 200 202 usethese

ery large, vCenter

anagement tools
New vApp ¥ the hosts and virtual

& vCenig % New Resource Poal... ith vSphere DRS

&h vMa_DL vCenter Server

L ¢ Deploy OVF Template... d by the vSphere

wdividual inventories

& RCCME Mew Virtual Machine

~ [§ 19216820 Connection ¥ anaged under one

G cyberPt Maintenance Mode »
recmd3
& Fawer * ms for which you
5 reernd3 _ lave been registered
& recmd3 Certificates ¥ or added manually
tion Tool in the

& reemd3 Storage P il mnmmor i

First, select the necessary file. vCenter provides two options:

URL:

If the OVF file is provided by web resources, specify the appropriate path.
Local File

If you have saved the OVF file as a local file, select the file directly.

artiial O,

{0 ¥4 Deploy OVF Template o
z 1 Select template Select template
1d Select an OVF template.

2 Select name and location

3 Selectaresource Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

= such as a local hard drive, a network share, or a CD/DVD drive.
&4 4 Review details
=] —
i 5 Select storage (_JURL
n \
6 Ready to complete | |'J
- (=) Local file [
[ Browse.. |

A Use multiple selection to select all the files associated with an OVF template {.ovf, vmdk, etc.)

In this example installation, the local file will be used to install the RCCMD Appliance:
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After selecting the local file, press Next to proceed to the next installation step:

(=) Local file

|' Browse | 1file(s) selected, click Mext to validate

A Use multiple selection to select all the files associated with af

Next Cancel

The next step asks you to name the virtual machine VM a uniquely. This name is needed in the later configuration steps of RCCMD.
Click Next to proceed to next configuration step.

Mame |RCCMD_easy_install_VCenter

Filter | Browse |

Select a datacenter or folder.

- _,J‘192.‘158.2[][J.238
[ Bg Datacenter

Next Cancel —

vCenter needs to know the destination host to set up and install the virtual machine

Filter | Browse |

Select a host, cluster, resource pool orvapp.

+ [}z Datacenter
B3 E 192 168 200202

Validating... _

vCenter will provide a general overview of the settings according to the virtual machine. Press Next to continue.

Review details
Werify the template details.

& The OWF package contains advanced configuration options, which might pose a security risk. Review the advanced
configuration options below. Click nextto accept the advanced configuration options.

Fublisher @ Mo cerificate present
Download size 538.8MB

1.6 GB (thin provisioned
Size on disk {tnin p !

30.0 GB (thick provisioned)
vitualHW productCompatibility = hosted

Esxtra configuration )
nvram = Debian 8.x.nvram

Next Cancel

Please note that there is no way but confirming the copyright terms...

Please press Accept before proceeding the installation - the Next button will not work unless this has been happened.

Accept license agreements £ The end-user licanse agreement must be accepted. [
Read and accept the license agreaments associated with this temp

e Ly

|copyright

The RCCMD dient software requires a separate license key for every installation
Unless a RCCMD enterprise license is available, the user must NOT install
the RCCMD client license more than once

Accept

Next Cancel | +—
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Disk usage may vary depending on the configuration of your system:
Please refer to local system administrators to get the correct setting. If you are unsure, select Thin provision and as VM storage policy
none.

Solpct storage
Eplod location by st the files Tor e deployed lemiplale

Selectviriual disk formal | Thin prosssosn ¥

WM s8oraqe policy | Thick provision lazy neroed |
|| Ehow datastores from

I1'I'|l:i= pFASION E&0ar hedgdd I

Fiflixd

Next Cancel

The appliance needs access to the network. Again, please refer your local system administrator...If you are unsure, first select VM
Network in bridged mode. In this installation example, we use VM Network to correctly connect the VM to the network.

Source Metwork Drestination Metwork

bridged VM Network v

Next Cancel

Take some time to review your settings: you will be shown an overview of your configuration. If the settings are to your liking, proceed
by clicking Finish. This button will quit the configuration dialog and triggers the RCCMD appliance automatic installation routine.

Ready to complete
Review configuration data.
Mame RCCMD_easy_install_VCenter
Source VM name RCCMD-Appliance3d
Download size 538.8 MB
Size on disk 1.6 GB
Datacenter Datacenter
Resource 192.168.200.202
» Storage mapping 1
» MNetwork mapping 1
v IP allocation settings IPvd, Static - Manual
Back Finish Cancel
How to observe the installation progress
Under Recent Tasks, you can track the current installation progress:
| Recent Tasks
R
Task Narme T Status Initister S Start Tira 2| Gormplation Tir Server
Deploy OVF template 1 RCCMD_easy_inst... 0% @ WCENTERG.7.GENE... ams 5312018 10:22:19 . 192.168.200.238
Import OVF package E 192.168.200.202 10w @ Administrator 140ms  5/31/2018 10:12:11 192 168 200 238
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Please wait until the complete installation process is done and the status is set to Completed:

Target Status
Eh RCCMD_easy_inst..  +  Completed
@ 192 168.200.202 v  Completed

Starting the VM and console access using vCenter
At navigator, search for the corresponding virtual machine and power it up.

Mavigator X (5 RCCMD_easy install VCenter g B =5 @Ammns -
h Getting Started | Summary Monitor Configure  Permissions  Snapshots
L] G 8B 8
- [1192.168.200.238 What is a Virtual Machine?
~ [[g Datacenter Avirtual machine is a software computer that,
+ [ 192.168.200.202 like a physical computer, runs an operating

system and applications. An operating
(71 RCCMD APP ES system installed on a virtual machine is

w1 RCCMD_easy_install called a guest operating system

V. 205-08-26

Datastores  Networks Update

Virtual Machines

(5 RCCHD_Test DD Because every virtual machine is an isolated Q J
(0 vCenter computing environment, you can use virtual s

Wl machines as desktop or workstation

viMA_DD
o Viware vCenter Senve emvironments, as testing emvironments, or to

i Y v consolidate server applications.

~ [ 192.168.200.30
. InvCenter Server, virtual machines run on

cyberPower-Client .
i o haosts or clusters. The same host can run
5 recmdaz2 many virtual machines.
0 recmd33
[ recmd35
(4 reemd3s
{5 recmd3?
(33 RCCMD_Easy_Install
£ recmdDebian2 Basic Tasks Explore Further
1 Ubuntu16.04 . . .
51 WM Template Ubuntu [» Power on the virtual machine Learntl_ww to t|nsta|l a guest
{1 WIAG.5 20170202 operating system )
5 VMware-Studio Learn more about virtual machines

B Edit virtual machine settings Learn about templates

Console login after installation

After the VM boots successfully, you can access the console directly from the vCenter console menu:

vmware* vSphere Web Client  #=

.- = .
Navigator X (45 RCCMD_easy_iffStan®eCente E EH 9 5 | {chAdtions =
d Getting Started | Summary  Monitor  OPens a virtual machine console in a i Metworks

separate window

= login:
Linux rccmdApy

The pr
the e

Debian GHNU/Linux comes with AB

permitteq by applicanble law.
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As a default, the appliance will ask for a valid IP address. If your network provides a DHCP server,
RCCMD will automatically display the current IP address.

If there is no valid IP address by DHCP, it is necessary to manually assign an IP address. in the appendix, you will find information
about the procedure

Post installation console login

You can log on to the RCCMD appliance directly from the web console:
User: admin

Password: RCCMD

Gaining root privileges

The VMware Appliance is based on a Linux Debian 9 - The root
privileges allow the manual re-installation of official packages as
well as advanced configuration of the network interfaces.

command: sudo su

by default settings, admin has not been granted system privileges to make changes - you need to assign increased system privileges by
using the Linux command sudo su.

The installation of the RCCMD appliance is now complete. For further configuration, refer the web interface. A configuration guide for
assigning an IP address manually can be found in the appendix to this manual.

RCCMD quick configuration guide

This chapter explains the essential settings that are required for the operation of RCCMD if you operate one or more hosts.
A prerequisite for this configuration section is that the appliance has been successfully deployed.

Web Login: RCCMD

To access configuration screen of RCCMD, open a web browser and proceed to the IP address of you RCCMD installation:

https://<IP address of the RCCMD appliance >

ma = | T — ' B -

RCCMD

=, - nn 1

English ¥
System Login:

Username: admin

: Password:
System Status : running

R ! i

Version: 4.19.12 190604

Use the default credentials to log in:

User: admin
Password: RCCMD

Before starting any configuration, RCCMD displays the current terms of use. Accepting them is required for using RCCMD software.

End User License Agreement
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You may read the end user conditions and then click on the Accept button. The configuration dialog will proceed after accepting the end
user license agreement

Set RCCMD License key

Next, RCCMD will prompt you to enter a valid license key:

RCMD License

Please note that the key used by RCCMD installation will work with these
Set a new license key for RCCMD

conditions:

1. OneKeyi one RCCMD installation License key:
You can use any number of RCCMD clients in your system. In general, the icense key
prerequisite is that only one unique key will be used for one RCCMD client. An invalid license key will b
If a key will be accidently assigned twice, the RCCMD client that launches ‘
first will claim the license. The following RCCMD clients starting up will Never show again

recognize a claimed license and will show an according log entry:

Set Cancel

2018-05-30 09:17:51 rccmd [00490]: Licence fraud from IP address 192.168.200.144 detected. Functionality will deteriorate.

In case of using a key valid for a certain number of installations, only the according number of RCCMD installations will be activated with
this appropriate key.

Please note, the demonstration key itself is a unique basic key that will be used for any installation:
You cannot use more than one RCCMD trial versions in one network.

2. Ifthere is no valid key present, RCCMD will run in trial version mode
If you do not have the key or want to test the product, do not enter a key.

By doing so, RCCMD will assume that you will use an initially a full-featured trial installation and uses a build-in 30-day evaluation key.
RCCMD provides a configuration dialog for changing the key at any time.

Note

RCCMD offers you within theWeb console on a dialogue to change RCCMD License
the key: Set a new license key for RCCMD
Open Advanced Settings and click Update License Key Update License Key

Note: Please restart after essential configuration work

During the configuration of RCCMD a custom restart of the service is Info %
necessary:
To apply the changes restart RCCMD!
Whenever a change has been made to the configuration, it is required to Never show again.
restart the RCCMD service. Otherwise, the data is saved but not
transferred to the active configuration. n

If you activate Do not ask again, RCCMD will not inform you about the fact
a restart is required.
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Securing the RCCMD appliance
Menu: Open Options click on Connections

Protection against accidental server shutdown

Currently, each RCCMD transmitter can
shutdown that cannot be taken back. The
client therefore offers you to limit these
commands to specific stations.

Under Options, click on Connections to open
corresponding dialog. With Insert you can
new IP address:

Enter the IP address expressly entitled to
RCCMD shutdown command.

Activating RCCMD encryption

V. 205-08-26

Sender IP Address

trigger a
Note: An empty list means that every sender can connect to this listener. RCCMD
Insert the
add a
in]
X

RCCMD - Insert | Edit Sender

Enter the Name or IP-address of the incoming RCCMD

Sender below.

IPv6 is not supported.

Incoming RCCMD Sender:

If your network requires to use an SSL encryption, RCCMD can be advised use SSL encryption.

Protocol

The setting below increases the security of connections to this RCCMD

Accept only SSL connections (requires restarting RCCMD)

Reject expired SSL certificates

To force SSL encryption, enable Accept only SSL connections. In case of up-to-date certificates only, RCCMD can be forced to reject

outdated certificates.

With Save Changes, the IP address settings will be insert into the corresponding configuration script.

Cancel Save Changes
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Checking current RCCMD system state

Menu: Status
Click System Status and press Restart.

The Current status of RCCMD is used to detect the

now active operating state. System Sta tu s

The following status messages indicates the current
RCCMD operating state:

not running RCCMD is offline

running RCCMD is online Ppstart B Stop  C'Restart

Current status of RCCMD is: running

RCCMD running status at the login screen

L0 | T ' s r = -y
English ¥
System Login:
Username: admin
. I
System Status : running Password:
e IRGEE o
Version: 4.19.12 190604
T e 1= B = =5 U &

Passing the shutdown control to RCCMD when using a single host

Menu: VMware Settings

Go to VMware Settings:
If you have not yet made any settings, RCCMD will inform you that RCCMD needs additional information:

ESXi Configuration required

If you configure RCCMD to let the ESXi Host manage the handling of the virtual
machines, then it is necessary to configure the virtual machine shutdown for the ESXi
Host within vSphere Client.

Although RCCMD is installed as a virtual machine and is already ready for use, it cannot yet fulfil its actual function since the necessary
access authorizations have not yet been stored. Confirm this message with OK to open the VMware settings:

When using a single host is, virtual machines

Virtual Machine Management: by RCCMD v Info
y RCCN

Virtual Machine behaviour: Shutdown Virtual Machi  ~ Info...
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can be powered off before the ESXi host itself shuts down.

V. 205-08-26

Note

The regular shutdown routine requires the virtual machines to be shut down and the host itself to be shut down. In this case, the

shutdown duration merely defines the time window that the virtual machines have to shut down immediately after the RCCMD shutdown

signal is received. The Maintenance Mode timeout defines the time window that RCCMD grants vMotion before the regular shutdown
routine of the hosts takes effect. The maintenance mode in the shutdown behaviour can therefore also be used to trigger a shut down

for different hosts including a time delay.

For Virtual Machine Management, select by RCCMD. As Virtual Machine Behaviour Shutdown Virtual Machines.

To prevent RCCMD from shutting itself down, the VMware host must know what the machine running the RCCMD Client itself is:

L., 5 RCCMD_TEST_GUNMNAR
L., & RCCMD_Easy_Install

& Normal

5 Normal

1.24 GB

105 3R

é RCCMD at the ESXi ¢é

VM running RCCMD

The virtual machine that runs RCCMD must not be shutdown. Or else RCCMD
cannot shutdown the other virtual machines and hosts. Enter the virtual machine's
name on which RCCMD runs.

RCCMD_Easy_Install

RCCMD requires the following information:

HOST / IP name
Normally, we recommend using the IP address of the ESXi Host
here. You can, however, also enter the host name itself.

User
A user with the appropriate system privileges to shut down the
VMware environment accordingly.

Note: It is recommended to
root rights to grant the shutdown of virtual machines.

us

Password
The password assigned to the user that allows RCCMD to
authenticate itself as authorized.

é the current RCCMD

cl

Add ESXi Host credentials

Enter the information for this ESXi Host below. {If viotion shall be used, the Host
name must be identical to the name in the vCenter.)

Do not put credentials for vCenter here!

Host name or IP: 192.168.200.30

User name: RCCMD

Password:

Time granted for virtual machines to shutdown before Host gets shutdown in seconds:

Check Values | & checking ESXi Host credentials...

h

The next step will determine how much time RCCMD should allow the virtual machines to quit before the ESXi host powers down:

Shutdown delay:

L1

econds

Time virtual machines are granted to shut down. Default: 90

Virtual machines take different amounts of time to shut down and shut down properly. The exact time, how long a machine needs, is
very individual and depends strongly on the task and the promised hardware. To prevent data loss or damage to the virtual machine, the
host can be instructed to give the machines a proper time window to shut themselves down before shutting down itself.

Shutdown delay indicates the time in seconds that the host waits before being turned off.

The Default setting is 90 seconds - virtual machines taking more will be turned off due to the fact the ESXi host powers down.
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You can check the access data with Check Values:

Check Values | & checking ESXi Host credentials...

Check Values |Success.
If the test was successful, press Save Changes to exit the configuration dialog.

Click on Verify to confirm the entered ESXi data as verified server.

Add... Remove Edit... Verify

You will notice that at the bottom right the Save Changes has changed colour:

Cancel Save Changes

You will notice that at the bottom right the Save Changes has changed colour:

You have made a change that requires RCCMD to be restarted to permanently save the inputs and apply them to the active
configuration. This process is indicated by the green button.

Handing over the shutdown control to RCCMD using a vCenter
Menu: VMware Settings

The vCenter differs with its operating modes from a standalone host. While the Standalone Host works on its own and shuts down
virtual machines as needed, vCenter provides the so-called vMotion: The HA - High Availability - of vMotion allows virtual machines to
be moved from one host to another before the host is intentionally powered down.

Please note:

Before you can use the RCCMD appliance with vMotion, the Distributed Resources Scheduler DRS must be configured to use the fully
automatic mode.

Note

Before using RCCMD in conjunction with vMotion, ensure to verify that each virtual machine running on the host has been tested
working with the maintenance mode. If maintenance mode fails, non-migrated virtual machines will be switched off when the host is
powering down.

Open VMware Settings:
If you have not yet made any settings, RCCMD will inform you that RCCMD needs additional information:

Although RCCMD is installed as a virtual machine and is already ready for use, it cannot yet fulfil its actual function since the necessary
access authorizations have not yet been stored. Confirm this message with OK to open the VMware settings:

ESXi Configuration required

IT you configure RCCMD to let the ESXi Host manage the handling of the virtual
machines, then it is necessary to configure the virtual machine shutdown for the ESXi
Host within vSphere Client.

While using a vCenter, virtual machines can

migrate to another host before the original host Virtual Machine Management: by RCCMD v Info...
powers down. The virtual machines them self will
continue working seamlessly. Please note the i i iour:

g y Virtual Machine behaviour: Maintenance Mode (vM ¥ Info...

different access data:

Under Virtual Machine Behaviour, select Maintenance Mode timeout in 20 Info..
Maintenance Mode (vMotion). Seconds:

The Maintenance Mode time out in Seconds defines the time vCenter is given to move a virtual machine to another host. The behaviour
of vMotion is configured within the high availability (HA) within the vCenter. As soon as time is up, the standard shutdown procedure will
be initiated:
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remaining virtual machines will shut down due to the fact the host powers down.

Unlike the standalone host, RCCMD requires user data with the corresponding authorizations of the vCenter:

Host name or IP:

User name:

Password:

Check Values

Enter the vCenter Server credentials:

192.168.200.238

|administrator@‘!center&?

Use Check Values validate the credentials of the vCenter - Check values will display whether the vCenter is reached and the access

data has been entered correctly:

Check Values @ checking VCenter Host credentials...

Check Values Success.

If RCCMD cannot reach the vCenter correctly, it will show a corresponding error message.

To prevent RCCMD from shutting itself down, the VMware host must know what the machine running the RCCMD Client itself is:

L., 5 RCCMD_TEST_GUNMNAR
L., & RCCMD_Easy_Install

& Normal 1,84 GB

5 Normal 308 GB

é RCCMD at the ESXi ¢é

RCCMD requires the following information:

HOST / IP name

Normally, we recommend using the IP address of the RCCMD host
here. You can, however, also enter the host name itself.

User

A user with the appropriate system privileges to shut down the VMware

environment accordingly.

Password

The password assigned to the user that allows RCCMD to authenticate

itself as authorized.

The virtual machine that runs RCCMD must not be shutdown. Cr else RCCMD
cannot shutdown the other virtual machines and hosts. Enter the virtual maching's
name on which RCCMD runs.

VM running RCCMD | RCCMD_Easy_Install

é the current RCCMD c |

Add ESXi Host credentials

Enter the information for this ESXi Host below. (If viotion shall be used, the Host
name must be identical to the name in the vCenter.)

Do not put credentials for vCenter here!

Host name or IP: 192.168.200.30
User name: RCCMD
Password: IR

Time granted for virtual machines to shutdown before Host gets shutdown in seconds:

Check Values | & checking ESXi Host credentials...

The next step will determine how much time RCCMD should allow the virtual machines to quit before the ESXi host powers down:

Shutdown delay:

Seconds

Time virtual machines are granted to shut down. Default: 90
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Virtual machines take different amounts of time to shut down and shut down properly.

The exact time, how long a machine needs, is very individual and depends strongly on the task and the promised hardware. To prevent
data loss or damage to the virtual machine, the host can be instructed to give the machines a proper time window to shut themselves
down before shutting down itself.

Shutdown delay indicates the time in seconds that the host waits before being turned off.

The Default setting is 90 seconds - virtual machines taking more will be turned off due to the fact the ESXi host powers down.
You can check the access data with Check Values:

Check Values |2 checking ESXi Host credentials...
Check Values | Success.

If the test was successful, press Save Changes to exit the configuration dialog.

Click on Verify to confirm the entered ESXi data as verified server.

Add... Remove Edit... Verify

You will notice that at the bottom right the Save Changes has changed colour:

Cancel Save Changes

You will notice that at the bottom right the Save Changes has changed colour:

You have made a change that requires RCCMD to be restarted to permanently save the inputs and apply them to the active
configuration. This process is indicated by the green button.

Advanced Shutdown: Cluster Shutdown with dependencies

Menu 1: VMware Settings
Menu 2: VMware Shutdown Management

Independent to a standard shutdown via the VMware Settings, RCCMD offers the option of not only organizing virtual machines into
shutdown groups, but also establishing a direct dependency between individual virtual machines in advance. RCCMD proceeds as
follows:

Sequence 1: Custom Shutdown Group

The Custom Shutdown Group defines a first group of virtual machines for the initial shut down. Virtual machines can be added or
changed in position relative to each other by using drag and drop. A placed virtual machine placed will be permanently removed from
the list of ESXi hosts and displayed exclusively under the ACustom Shutdown Groupfi

C In case of a shutdown, RCCMD wi I | exclusively contact al
this virtual machine name.
C  If the virtual machine cannot be found, configured time windows are meticulously tracked, but the virtual machine state is no
longer taken into account.
# Virtual Machine Trigger Duration (s) Delay (s) State Remove
1 RCCMD—Test_nr03_12_12_24 13 10 [ ]
2 ERCCMD 250210 new 10 10 0 [ ]
3 Bydryrun 10 10 o =
4 [BGH_RCCMD_NEW_FUNCTION 10 10 @ [ ]
5 EKirby-Webdevel 10 10 []
Trigger, Duration (s) und Delay (s)
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Virtual machines stored in the Custom Group can be shut down individually in relation to each other. Since the settings are not tied to
the respective states of virtual machine, RCCMD run the shutdown with the specified order as conifgured, even if the virtual machine
requires less or more time for the individual shutdown process.

Trigger: Defines that the individual delay (s) is started restrictively after the duration (s) of the previous machine has

Aafter p| expired

Trigger: Definiert, dass der individuelle Delay (s) zeitgleich mit der Duration (s) der vorangehenden Maschine startet.

with prej

Duration (s) Defines that the individual delay (s) starts at the same time as the duration (s) of the previous machine.

Delay (s) Defines a time delay when the shutdown is sent to the respective virtual machine. The time delay has an effect
relative to the trigger.

State Shows the current operating state of the found virtual machine. Only active virtual machines can be shut down.
The operating state is for information only and does not affect the shutdown procedure.

Remove Removes the virtual machine from the list and adds it back to the known ESXi host. The virtual machine is then
automatically shut down using Shutdown Sequence 3: Default Group.

*) The Duration (s) represents an administrator-defined value a virtual machine has been granted before RCCMD consideres the shut down is done and jumps to the next step:

If an administrator knows that an upstream management server with all routines needs around 300 seconds to shut down, but closes the network connections within 100

seconds, a downstream backup or database server does not necessarily have to wait for the full duration (s) of 300 seconds of the management server. In this case, an

administrator may deside touse the triggers to define whether the individual delay (s) of a virtual machine starts at the same time as the shutdown of the previous machine, or

explicitly only after it has expired.

Sequence 2: General Shutdown Group

This static shutdown group is started as soon as the delay (s) of the last entry of the custom group (sequence 1) has expired. All virtual
machine names that are listed in the General shutdown group will be shut down at the same time without an individual shutdown timing:
the default value of 90 seconds is applied for all virtual machines before the next shutdown group is called.

Sequence 3: Default Shutdown Group - No Cathegory / General Shutdown Group
Each host configured at "VMware Settings" is queried in real time during the shutdown procedure for currently available VMs:

A virtual machine found that is not managed by a static shutdown group is dynamically recorded and shut down accordingly - including
the virtual machines that were newly rolled out after configuring RCCMD or migrated to one of the hosts defined under VMware Settings
at a later point in time.

C  This group is a dynamic system group and cannot be configured.
Sequence 4: Host based Shutdown Group

This is the last group to be shut down. The essential infrastructure servers such as DHCP, DNS, RADIUS, mail services, virtual
telephone systems and the appliance are stored here. In this case, the shutdown does not take place via the VMWare Shutdown
Management, but is transferred to the VMware Settings with the shutdown duration for hosts, which shuts down the virtual machines
stored here and then the physical hosts.

Quick configuration, extended shutdown scenario:

Step 1: Hosts Definition

Add... Verify
In this configuration step, define the ESXi hosts that should be shut ESXi Hosts to shutdown
down by RCCMD. Add all hosts and confirm the access data and verify
the communication. ESXi Address Shutdown duration Verify
Step 2: Virtual Machine Dependency Setup 192168.200.202 90 Seconds success
In this configuration step, define the interdependencies and assign 192165:200.136 70 secends seees
shutdown groups. 192.168.200.107 90 Seconds success

Open the "VMware Shutdown Management" menu:
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All ESXi hosts specified under VMware Settings, including the virtual machines located on them, are displayed together with their
respective operating status:

This virtual machine is OFF i System is secured in

case of an ESXi host shutdown. 192-168-200-202 e

the timing settings and configured triggers to jump to
the next virtual machine in list.

y g Fles]192.168.200.156 ~
ro Guest System: This Icon represents a virtual =
E machine with a custom content or function. i 192.168.200.107 ~

# Virtual Machine State
This virtual maschine is paused, or hybernating for T
the moment.

2 [BKirby-Webdevel

_ _ 3 [E)VMware-VirtualSAN-Witness-7.0U3c-1...

This virtuelle Maschine is ON and therefore harmed 4
in case of a power failure. EIRCCMD Test nr03.12.12.24

5 [Evesa7u3f(1)

6 ERCCMD 250210 !
The virtual machine is added to a static shutdown a . e O
group, but RCCMD cannot find it (moved to other 7 &RCCMD Appliance template 0]
hosts or deleted by administrators). RCCMD will use 8 Elvesarusf 0]

A virtual machine with this icon ist he vCenter oft he
according cluster.

The RCCMD Appliance: RCCMD knows his own
virtual machine name. The RCCMD Appliance is in
general excluded from any configurable shutdown
procedure.

0

Note: Exception for vCenter and RCCMD Appliance

All virtual machines are treated equally - except the virtual machine RCCMD is running on as well as the vCenter, which can also
appear as a virtual machine within an ESXi cluster. Depending on the configuration, RCCMD will handle both virtual machines

separately to grant a structured shutdown management.

Enabling shutdown control when using a vSAN

Before starting, please read the following configuration notes carefully to prevent shutdown issues caused by a wrong configuration of

RCCMD.

- RCCMD can handle vSAN VMware environments.

Due to the fact, a VSAN is very complex and the operating conditions of a vSAN differs when compared with a single
host or a standard cluster, there are some pre-conditions that must met before RCCMD can shut down a vSAN:

- The RCCMD client that handles the vSAN cannot be installed inside a vSAN

Due to the fact, each host of a vSAN must be set to in maintenance mode before the can be switched off. As long as one

virtual machine is running, it is not possible to switch off the hosts.

- The vCenter that handles the vSAN is  always the first virtual machine and the last virtual machine.

The vCenter is the control unit of a vSAN. It is allowed to install the vCenter inside the vSAN as well as running it on a

single host that is not part of the cluster. The essential function of the vCenter is managing the data synchronization
inside a vSAN after all other virtual machines are down. You need to ensure that the vCenter can complete this

operation.

- If you run a Witness -Server as a virtual machine inside a vSAN

The Witness Server has a special task If two hosts do not match which host holds the most recent data, they ask the

witness server. The witness server acts like a complete host but cannot maintain virtual machines.

Due to this fact, the witness server can also be virtualized in the vSAN and still acts as a stand-alone host. In that case,

you need to differ between the Witness server's IP address and the host's virtual machine where the witness server's

virtual machine is located.

- The witness server is shut down regularly within the vSAN cluster.
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The host that maintains the virtual machine that contains a witness server, needs a second RCCMD client for enabling
the maintenance mode after the witness server is switched off. Technically, an RCCMD client can only handle the vSAN
or the host it runs on:

. EBXi Single Host
VM: RCCMD 1 oo

VSAN Cluster

Therefore, if you have single hosts AND a VSAN cluster, you will need at least 2 RCCMD clients: RCCMD 1 manages the shutdown of
the VSAN cluster and RCCMD 2 manages the shutdown of the single host. The shutdown routine is then divided into 2 different
commands for the CS141:

0 Shutdown the VSAN cluster
o Shutdown of the single host
Since the two RCCMD clients run side by side:

When choosing the correct time window for shutdown tasks, ensure the VSAN has turned off all hosts completely before turning off the
last remaining single host - otherwise the RCCMD client that manages the shutdown of the VSAN may not be able to complete the
shutdown routine because the second RCCMD client performs a local virtual machine shutdown.

Note
Appliance vs Appliance - What is the Virtual Machine and what is "the RCCMD client"

Basically, the two appliances do not differ from each other: Both are virtual machines. However, because you use two appliances, the
name of the virtual machine they run themselves on, will differ. Entering the name of the virtual machine will prevent that an RCCMD
client will shut down itself first. So, if you tell RCCMD 2 the name of his own virtual machine, it will consider that RCCMD 1 is just
another "guest VM" and will shut down it. When using a vSAN, the shutdown commands of the CS141 will harmonize the shutdown
behaviour of both appliances.
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Ensure required time windows due to the changed shutdown sequences in case of a vSAN:

The target when using a vVSAN is to combine maximize resource availability with data redundancy. The system is therefore not
well suited to carry out a fast shutdown without strict procedures. Since a system-wide complete shutdown is rather an
exception, it is difficult to estimate how much time the VCenter within a vSAN will need to take all hosts into maintenance
mode.

In principle, vSAN proceeds a shutdown in three steps

. . . . . . Shutdown all all active virtual machines
The time-critical part is the post-synchronization phase, as this

phase is difficult to estimate:

During this shutdown phase, al virtual machines
will be shut down.

Maintenance mode can only be reached after the
synchronization of the data in between all hosts has been
completed. This process is dynamic and changes depending
on available hardware, the number of virtual machines, and
the amount and type of data contained within the virtual

machines that ultimately need to be synchronized between all At this system state, all hosts synchronize
hosts. their current datasets.

Post Synchronization phase

What makes matters worse is that this process takes place
within the vSAN - at some point, the hosts are in maintenance
mode, which means that the process is complete. Switching into maintenance mode

This is offset by the maximum operating time of the UPS All virtual machines are shut down and the
datasets are up to date. The hosts announced

RCCMD needs clear time windows to be specified for the ?ﬂream S IHenace Mods B swiciig

shutdown, which, in addition to the calculated times for a
shutdown, must also be based on the operating time of the
UPS - RCCMD therefore needs a reserved time window to carry out the shutdown, it should grant enough time to

allow the IT to be shut down in a timely manner,

provide a time buffer if the post-synchronization phase changes

carry out shutdown procedure within the safety range of the UPS's running time
ensure there is enough time for the host outside the cluster to shut dow

O o0oo0o

Take DRS within the vSAN cluster in sight

Contrary to popular belief, DRS and vCenter are independent system services that simply communicate with each other. It's
even possible to set up an HA cluster without DRS, although this doesn't necessarily make sense, since the HA cluster itself
actually implies DRS.

In contrast to an HA cluster, DRS is an essential component in a vSAN because this service can detect unused storage
resources in the background and bundle them for a virtual machine. This intelligent, real-time resource management allows
the operation of more virtual machines than in a normal cluster:

Virtual machines that now assume this distributed state are particularly vulnerable to a host-based cluster shutdown because
vCenter and DRS only implement the cluster shutdown cleanly together if explicitly instructed to do so by an administrator via
vCenter.

Although VMware recommends a cluster shutdown procedure via maintenance mode, if the hosts are put into maintenance
mode too quickly, the DRS service may not be able to immediately determine the necessary resources for an internal
migration of VM data and will attempt again after a sort of waiting loop. Virtual machines whose allocated disk space is
withdrawn in this case because the hardware is no longer available are acutely affected by the outage. Whether and to what
extent the operating system and data are damaged depends heavily on the memory state and the operating system's use.

The new RCCMD Shutdown Management with its customized shutdown procedure can not only shut down sensitive systems
in a manner that is dependent on one another but also save valuable system resources once the general shutdown takes
effect.

Important :

An overview of the time window the UPS can provide is mandatory for an orderly shutdown. This will determine not only the
specific schedule but also the latest time slot to start the system shutdown:

Shutting down a vSAN is a very system  -critical process due to its technical nature. A vSAN reacts sensitively if it is not shut
down properly.
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Preparing RCCMD for the vSAN

AtVMwares et t i ngs, enable fAiHosts are also VvVSAN nodesbo

Virtual Machine Management: by RCCMD v Info...

Virtual Machine behaviour: Shutdown Virtual Machines v Info...

Safely decomission vSAN nodes: No vSAN in use v Info...

No vSAN in use

Hosts are also vSAN nodes

To manage the shutdown routine, ensure that the RCCMD appliance must be located outside the VSAN cluster.

Once you have activated the vSAN mode, you will get additional menus:

vSAN Timeouts
Ensure all operations complete within their timeouts! Integrity of vSAN Objects will break if any timeout interrupts a running operation.

Mode for decomissioning vSAN nodes: No data evacuation v Info...
VSAN Resync timeout in Seconds: 200 Info...
Seconds to wait before setting Maintenance Mode for vSAN: 100 Info...

Mode for decommissioning VSAN nodes

Leave the decommissioning mode on No data evacuation - this mode is the fastest method to shut down a vSAN cluster:
The virtual machines are shut down in a structured way and then all data will be synchronized on all affected hosts.

Definition of the vSAN Resync timeout

Unlike the default procedure, the vCenter becomes active after the virtual machine shut down and start synchronizing all records within
the cluster.

This post synchronization phase defines the critical phase of the shutdown procedure:

All datasets from the virtual machines must be in sync with mirrored data stored on other hosts.
As long as this synchronous system state is not reached, the Maintenance mode cannot be taken by any host.

Note:

This process is very dynamic and depends on the type of data that needs to be synchronized. You may have created several new virtual
machines and the synchronization time will only change marginally. However, it can also happen that you create a virtual machine and
thus radically increase the post-sync time. In other scenarios, the data within the virtual machine may grow organically cause by the
usage, which in turn affects the time required:

This value cannot be determined once during the first installation as a fixed value, it must be regularly checked for up-to-datedness and
adjusted if necessary.

The vCenter takes all the time needed for this process. Unfortunately, this relative amount of time is in direct contrast to a clearly
defined time window that can be provided by the UPS during an emergency power operation. You need to calculate a sufficiently large
time window to give the vCenter a time reserve in case of the calculated period is insufficient.

Defining maintenance mode for the vCenter.

This setting defines how much time the vCenter has to shut itself down after synchronizing data. If the vCenter runs as a virtual machine
within the vSAN, this point in time becomes interesting: After this time window, the hosts are put into maintenance mode and the
vCenter is switched off by its host.

27

Copyright of the European Union is effective (Copyright EU) (c) 2025 GENEREX Systems GmbH, Hamburg, Germany, All rights reserved
TEL +49(40)2269291&EMAIlLgenerex@generex.de WEBwww.generex.dgThis and all other product datasheets are available for download.)



mailto:generex@generex.de
http://www.generex.de/

Enter data for the vSAN managing vCenter

Enter the vCenter Server credentials:

Host name or IP:

V. 205-08-26

192.168.200.85

User name:

administrator@vsphere.local

Password:

Check Values

Since RCCMD must coordinate with the vCenter over the entire process, the access data for the vCenter, which manages the vSAN, is

mandatory.
At this configuration dialog, do not enter credentials for individual host.

Define the vSAN managing RCCMD client:

RCCMD has the task of shutting down all virtual machines and turning off the hosts at the end. Since within a vCenter not only a vSAN
but further hosts can be mapped, RCCMD can shut them down, too. There are two exceptions that need more attention:

Information about the virtual machine running RCCMD

The virtual machine that runs RCCMD must not be shutdown. Or else RCCMD cannot shutdown the other virtual machines

and hosts. Enter the virtual machine’s name on which RCCMD runs.

VM running RCCMD: havabusa
J

Although RCCMD itself cannot run in the vSAN that should be shut down, the vCenter that manages the vSAN may include additional
hosts in its list. The RCCMD appliance is a virtual machine that must comply with the control commands of the host on which it is
running itself - if the host advices a shutdown, the appliance will do it. To prevent RCCMD from inadvertently giving itself a shutdown
command, enter the name of the virtual machine you chose for RCCMD. When entered, the virtual machine that holds this name will be

excluded from the shutdown process.

Define the virtual machine that contains the vSAN managing vCenter

The virtual machine that runs vCenter must not be shutdown. Or else vSAN Hosts cannot be decomissioned properly. Enter

the virtual machine's name on which vCenter server runs. If vCenter Server is not shut down by RCCMD, or is not running on a

virtual machine, then ignore this field.

VM running vCenter: vesab7 (2)

Within the vSAN system, the vCenter performs special administrative tasks, but is also a virtual machine. During the shutdown, RCCMD
first gets an overview of active virtual machines and then shuts them down, migrates them, etc. With this setting, RCCMD will know
which of the virtual machines is the vCenter and will shut down it exclusively as the last machine in the vSAN shutdown procedure.

Definition of the vSAN ESXi host nodes

Define the hosts to be shut down by RCCMD. The virtual machines can be
moved to other hosts via the vCenter. To shut down a host, RCCMD requires
the following information:

HOST / IP name

We recommend using the IP address of the host at this point to avoid
addressing problems when parts of the IT infrastructure are down.

Due to the fact RCCMD supports host names, you may enter a host name,
too.

User

A user with the appropriate system rights to shut down the VM Ware
environment accordingly. Keep in mind to use a local | host administrator with
root rights to grant the shutdown command permission!

Password

Add ESXi Host credentials

Enter the information for this ESXi Host below. (If viMotion shall be used, the Host
name must be identical to the name in the vCenter )

Do not put credentials for vCenter here!

Host name or IP: 192.168.200.30
User name: RCCMD

Password:

Time granted for virtual machines to shutdown before Host gets shutdown in seconds:

Check Values | & checking ESXi Host credentials.

The password assigned to the user that allows RCCMD to authenticate itself as authorized.
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Shutdown delay

V. 205-08-26

The next step is to determine how much time RCCMD should allow the virtual machines to shut down before the before the ESXi host

will quit all operation and switches off:

Shutdown delay:

Seconds

Time virtual machines are granted to shut down. Default: 90

The vSAN has a special feature compared to other operating modes:

The shutdown duration typically defines the time window that a host grant the operating systems within virtual machines before the
virtual machine is simply powered off. Thereby it does not matter if a vCenter has previously tried to migrate machines or not.

When this command is issued to the hosts running in a vSAN, there are no more virtual machines that need to be powered off:

- All hosts must be in maintenance mode

- A host can only be in maintenance if all virtual machines are moved or switched off.

For the hosts in VSAN, this means that the shutdown time of virtual machines can be set to 1 second:

The shutdown routine on a vSAN has already brought all hosts into maintenance mode. Consequently, no time window is required to
grant operating systems within a virtual machine for a shut down.

Add...

Verify

ESXi Hosts to shutdown

ESXi Address Shutdown duration
192.168.200.107 1 Seconds
192.168.200.124 1 Seconds
192.168.200.156 1 Seconds

Special role: The witness server

Verified

Small vSAN systems lack the necessary resources to be able to independently adjust all data stocks.

To prevent problems with data synchronization in minimalist vSAN systems, a witness server is used:

This witness server acts as a stand-alone host in vSAN, but is not responsible for hosting and managing virtual machines - as soon as
hosts are unable to agree with the timeliness of their datasets, the witness server decides which host has to synchronize the data.

The witness server can be both, a real physical machine with its own hardware as well as an acting like physical host but running within
a virtual machine. The vSAN knots cannot see the difference between the different setup strategies of a witness server. But this

difference affects the RCCMD configuration:

If running a real witness server as a standalone machine:

In this case, assign the witness server and any hosts
that you want to shut down. The hosts will go into
maintenance mode accordingly:

- Shut down virtual machines
- The vCenter will perform the resynch
- The hosts switch into maintenance mode

- The hardware can be switched off.

RCCMD 1 shuts down vSAN cluster
RCCMD 2 shutds down all other hosts

ESXi Single Host Shut down

VIM: RCCMD 1 )

Shut down
local hosts

VSAN Cluster
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When using a virtual machine to run a witness server

V. 205-08-26

If you run the witness server as a virtual machine in the vSAN, you must differ between the host on which the witness server is stored
and the witness server as a stand-alone host. Since the witness server acts like a host within the vSAN, it is perceived and treated

accordingly - The installation type does not matter:

While the host that maintains the virtual machine of the witness internally perceives only one virtual machine running "some kind of
system"”, it accepts the witness server as a standalone host and network node on the network. If the wrong IP address has now been
specified, the host responsible for the virtual machine will respond correctly:

- The host will stop running the virtual machine

- The host changes to Maintenance Mode

However, since the (albeit virtualized) witness server represents a full-fledged host and network node, it must consequently be treated
as a real host and put into maintenance mode before being turned off. Formally, you need two RCCMD appliances to shut down a
VSAN. If you use a virtualized witness server, you can use the second RCCMD to regularly switch off the host that manages the virtual

witness server.

Figure 1: RCCMD 1 shuts down vSAN host

ESXi Single Host Shut down:

VSAN Hosts

VIM: RCCMD 1 )-

Figure 2 RCCMD 2 shuts down all other hosts
ESXi Single Host

VI RCCMD 1

Shut down

remaining hosts

VBAN Cluster

f
e

Tutorial: If the shutdown on a vSAN has to be aborted once...

A normal ESXi cluster with vCenter differs from a vSAN:

While a normal cluster with individual hosts can ultimately shut down and switch off its virtual machines on its own if maintenance mode
is not possible, a vSAN can only be switched off if absolutely no virtual machines except the vCenter are running on the vSAN. The
second major difference is, that the RCCMD client that manages the vSAN cannot logically run within the vSAN cluster- it must control it
from outside. The third point is that vSAN requires a run-on time after all virtual machines have been shut down, during which all
inventory data is synchronized; only then may the hosts be switched off safely.

Due to these differences, there are logical sections between in between aborting the shutdown sequence is quite possible. This tutorial
shows one way in which an automated shutdown could be aborted. Please note, this is not the intended way how to use RCCMD and

you will do it at your own risk...

In this example, the framework conditions are fulfilled that allow operation without a Witness server:

VvSAN shut down abort

ESXi Single Host

VvSAN Cluster
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Problem:

As soon as there is a power failure, RCCMD 1 becomes active and starts the shutdown process in time. Measurements have shown
that the entire shutdown will take something around 38 minutes. Since the UPS can cover up to 45 minutes, the shutdown must
therefore be initiated after 5 minutes at the latest, otherwise the system cannot be shut down correctly. With a time window of 20
minutes, it now results that the main power supply returns and a further shutdown is no longer necessary.

Since the RCCMD appliance, by definition of the software purpose, cannot revert or stop the shutdown sequence, RCCMD 1 will also
perform this to the end and shut down the vSAN cleanly. The CS141 cannot send a "clear all pending commands" - signal to RCCMD 1.

Make a decision of principle

Since the UPS was running for 20 minutes, another mains failure is likely to have fatal consequences, consideration should be given to
whether a shutdown and a wait until the minimum 40-minute hold-off time or an abort of the shutdown is an option. The commands
given are identical at this point, but the event changes. In this example, an abort of the shutdown was chosen. Like the shutdown, the
termination is initiated via the CS141, only with the event "Power Restored".

It is important always to keep in mind: The shutdown itself is already an emergency measure - thinking about a forced termination of the
emergency measure is legitimate, but always associated with additional risks.

Interrupt the shutdown sequence

When the Power restored event occurs, a shutdown signal is applied to RCCMD 2 - which is supposed to shut down the last single host
- which includes the immediate shutdown of all virtual machines. RCCMD 1, as a virtual machine, will adhere to this default and shut
down and power off accordingly - forgetting that there are still official control commands pending that affect the vSAN.

The vCenter will process the last commands and then wait for further instructions accordingly. Since the control commands are bound to
time windows that have been stored in RCCMD 1, it is possible to quickly find out in this way what has already been done.

1. vMotion is active and tries to move the virtual machines by default.
2. VSAN - shutdown is active and the virtual machines are shut down or moved.
3. The post-synchronization phase is running.

This method will end the current running phase and if no new command is received afterwards, the vSAN will stand in this system state
and wait for further orders

Structured Restart: Reactivate RCCMD Protection

Send the WOL signal to the ESXi Single Host - it will power up via the WOL signal and accordingly the RCCMD appliances also start
and move to their start position. The RCCMD protection is now up.

Starting the depowered hosts

Now, send a WOL signal to each single host - it does not matter whether this host has already been switched off or not: If the host is
running, the WOL signal falls into a void and is ignored at its destination.

Start the Virtaywml Machines (VMO

Depending on the systen configuration, virtual machines that have been switched off you may decide to switch them on via a WOL
signal. To do this, send a WOL signal to the MAC address of the respective virtual machine.

Note

Keep in mind that WOL signals are sent to the MAC address, the CS141 must be in the same network segment or the signal must be
routed through accordingly.

Since you can freely define the timing, it is even possible to specify a special order in which virtual machines start up. This allows you to
have the basic network start up automatically.

What else is importan when aborting a vSAN shutdown:

Do not just restart the RCCMD client via web interface

RCCMD has a protection mechanism that executes a valid shutdown even if someone stops the RCCMD service via the web interface
after the shutdown has been triggered. The system is nevertheless shut down cleanly and switchedoff. That 6 s why you
down the managing RCCMD clienti j ust c¢l i ck fArestarto with the web interface

A SAN may change the time window and there may require to adapt the timing parameters regularly:

Depending on the current data situation and the expansion stage of the vSAN, this shutdown can be very protracted and the procedure
must be started accordingly early. If the main power supply or an emergency generator becomes available during this time, this does
not change the shutdown routine - RCCMD follows an instruction and organises the implementation..
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And,of course, if a shutdown in progress must be stoppedé

This process cannot be automated completely in the end, because RCCMD coordinates the instructions and their time windows, but
does not receive any feedback from the vCenter about logical sections. As a result, an administrator must consider whether to let the
shutdown run to the end and restart the system or to provoke an abort within a shutdown routine:

Both have their respective advantages and disadvantages.

To stop the shutdown process and set the associated scripts back to 0, stop the appliance virtual machine on the host.Once this
happens, no more commands are transmitted to the hosts and the system stops the shutdown process after the last command has been
successfully transmitted. You may save time, but a clear restart may also be the better way for some server operations.

IMPORTANT:

For a shutdown abort, ensure that the virtual machine is shut down with the appliance, even if you set RCCMD to "Stop" in the web
interface and the service has been stopped according to the web interface:

The shutdown sequence will still be executed

How long is the estimated shutdown time?
Basic shutdown time
After entering all the data, an estimate time will be shown RCCMD may be need for a full shutdown.

You can see the estimated shutdown time below the ESXi host settings.

Total estimated Shutdown time for the System with current configuration: 00:05:54.

Please note that this value is a guideline calculated by entered data.

This value is intended to help you to find the optimized trigger time to run an emergency shutdown routine if a power failure occurs.

Note:

Each UPS can only grant a pre-defined time window emergency power. When the batteries are depleted, the UPS will shut down itself
to avoid damaging the batteries. In general, it will not help if you just play with the numbers within RCCMD until the estimated shut down
time matches the data sheet of the UPS:

Furthermore, these values are just a snapshot of your system based on the data you entered! Please check regularly whether the
entered values meet the real shut down condition in case of an emergency.

Keep in mind that between two shutdown tests the shutdown conditions may change. When calculating and adapting the
average shutdown time, we recommend to take some extra time than the minimum time requires.

The configuration of RCCMD is now complete and RCCMD will be able to shut down your system in an emergency. Please note that
RCCMD does not become active automatically - it needs a valid RCCMD shutdown command. The transmitter is usually an SNMP card
or a software tool that can handle RCCMD shutdown signals.

On the following pages all configuration menus are explained in detail in the order of appearance.
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Tutorial: Setting up a manual IP address

Sometimes, no DHCP server is available. In this case, the carrier system starts, but without a valid IP address that RCCMD can use.
Since the 100% availability of a DHCP server can never be granted, it is recommendable to assign a static IP address for the RCCMD
appliance.

The required configuration file can be found within this directory:
letc/network

To switch the appliance to a static IP address, the file "interfaces" must be edited:

- | iterfac

With nano, the appliance comes with a powerful and user-friendly text editor. To start editing, type the following command:

admindrcecmdAppliance: fetcsnetworks 1s

gdmindrcecmdappliance: fetcsnetworks

sudo nano /etc/network/interfaces

By doing so, the editor starts with required root rights for saving and presents the network configuration file:

# This file describes the network interfaces ailable on your
# and how to activate them. For more info ian, > interfar
source Jetc/networksinterfac
# The loopba netwark intert:

1o

lo inet looph:

interface
&

1low-hot
iface ens

if installed

Search for this entry:
C Iface ens33 inet dhcp
This entry decides whether the appliance has been assigned the IP address via DHCP or statically.
Edit the following settings to adapt the network configuration to fit to your local network environment::
Source /etc/network/interfaces.d/*
# The loopback network interface
Auto lo
Iface lo inet loopback

#The primary network interface
Alllow-hotplug ens33

#lface ens33 inet dhcp <- Use # to disable this line

iface ens33 inet static <- Remove # to enable this line

Address 192.168.200.223/24 <- Assign an IP-address and a subnet mask
Gateway 192.168.200.1 <- Define the local network gateway

# dns-* options are implemented by the resolvconf package, if installed

dns-namservers 192.168.200.3 192.168.200.5 168.168.200.1 <- Define your local DNS-Server.
# dns-search local

Save and restart the appliance. After reboot, the manual IP address should be active.

Note

It is possible to assign the IP address assigned by the DHCP server on first start as a static IP, but, on the other hand, it is also required
to ensure that the DHCP server excludes the IP address from the general address pool.
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Tutorial: Setting up an emergency user for the appliance.

Note

You don't want it, but passwords can get lost. Within complex systems, this can be very inconvenient and expensive issue, if a VM has
to be completely relaunched and newly configured. The effort depends strongly on the complexity of the RCCMD configuration. If you
decide to set up an emergency backup user, this should therefore be done before you start with the actual configuration work.

It happens again and again that passwords are lost due to adverse circumstances, e.g., because there is no proper documentation on
the installed systems, passwords are forgotten because they are so rarely used, IT systems are inherited from other companies, etc.

by default settings, RCCMD does not provide any backdoors to recover lost passwords.

If you assign a different password to the standard console user admin and this password is lost, you basically have to set up the
RCCMD client again. This could become a very complex problem in some cases, for example, if there are special scripts are stored that
have to be recreated.

To prevent this uncomfortable situation, it is recommendable to set up a backup user with administrative access rights.
After installation work for the appliance is done, access the console with a freeware tool like Putty is provided.:
User: admin

Password: RCCMD

@ 192.168.200.99 - PuTTY

Getting root
Command: sudo su

Note that after logging in, you have not yet been granted the
necessary rights to set up a corresponding emergency user. To set
up such a user extended system rights are required.

Setting up user and password

Command 1: useradd <username>

With this command the user account is generated.
Command 2: passwd <username>

Assign a new password tot he according user.

Assign a user group

Command: usermod i G sudo -a Emergency

To grant the new user administrative rights, the user must be added to the according user group
Logging out
Command: exit

You need to enter exit two times. The first exit will end the
superuser, the second exit will quit the session.
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Performing an emergency user password reset

Start a session with the emergency user account. With the command sudo su, root rights are granted.

Please note:

Your emergency user does not have the system rights to maintain the web console. Its only purpose is to reset the password for the

useadnmi.n A
However, navi gatrestoartcles di:rector A
Command: cd /usr/rccmd/webconfig/resources

The configuration scripts required for the
password query are located in this directory.

Opening the text editor to change the password
Command: nano realm.properties

With this command, the editor nano opens the according
configuration file. Within this file, it is possible to reset the password
for the user "admin" that will be used for the web based front end of
RCCMD.

Edit the file as followed:

#RCCMD realm.properties

# username: password [,rolename ...]

#admin: CRYPT:adg.Dg8TXmNZI, admin -> Type # to disable this line
admin: Notfall, admin -> Add this line below

In this example, the user admin will use the Password ANotfallfi

Save the file and quit the text editor. Make sure that the original file name is overwritten and that your changes are not saved with a
different file name.

Reloading the RCCMD configuration

Command: /etc/init.d/rccmdConfig restart

This command activates the password you have just assigned. Alternatively, restart the appliance. Now, open the web interface of your
RCCMD installation and log in with the new password. From there, navigate to the user settings and set a new password.
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Tutorial: Login via external tools

After installation, the RCCMD appliance allows direct access via a corresponding tool as soon as a valid and reachable IP address is
available via both, static IP settings or assigned by DHCP. After rolling out the appliance, the console is directly reachable with a
freeware tool like Putty:

User: admin

Password: RCCMD

192.168.200.99 - PuTTY

Tutorial: Adding a keyboard layout

Since there are many world languages and corresponding keyboard layouts, you may want to use another keyboard layouts than default
settings provide. If you want to make special settings within the console, it is therefore much more comfortable to switch the keyboard
layout into your preferred language setup

To do this, first log in with the user admin and the current RCCMD password and obtain the system rights of a super user. In this
example, the default password RCCMD is set:

Step 1: RCCMD console login

User admin
Password RCCMD

2019 on ttyl
F Debian 4.9.88-1+deh9ul (2018-05-07)

are free software;
ibed in t

Step 2: Some installation work

Command: sudo su
Password: RCCMD

CCMD-Appliance.
RCCHMD point

dmin:

Shome

To proof your command, ensure that in front of admin the word root@ € ivisible...
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Now, install the appropriate tool that allows you to configure the keyboard layouts:
Command: apt-get install console-data

‘adming apt-get install console-data
Done

Reading
The followi

Confirm the installation progress.
Step 3 The configuration dialog

After installation the configuration dialog should start automatically:

Configuring console-data
The kedmap records the layout of symbols on the keuboard.

'Select keumap from arch list': select one of the predefined keymaps
specific for your architecture (recommended for non-USE kegboards);
'Don't touch keymap': don't owerwrite the keymap in setcsconsole,
which is maintained manually with install-keuymap(g);

'Keep kernel keymap': prevent any keymap from being loaded next time
the system boots;

'Select keymap from full list': list all the predefined keumaps.
Recommended when using cross-architecture (often USB) keyhboards.

Policy for handling keumaps:
Select keumap from arch list
Don 't touch keymap

Keep kernel keymap
Select keumap from full list

<Cancelx

ChooseASel ect k ey maand domfionmwithfENTER. | i st 0
Then select the keyboard you want to use from the list of available keyboard layouts and confirm your selection by pressing Enter.
pc / guertz 4 German / Apple USE / latinl - no dead keys |

pc A oguertz 4 German 4 Standard / Programmer [ ]
pc A quertz / German / Standard £ latini

ic S quertz S German 4 Standard S latinl - no dead keus
ac A guertz 4 Hungarian # Standard / Standard

pc A guertz 4 Polish # Standard / Standard
ne S onnertr S Serhian S Standacd s Standard

The configuration tool will install and activate the new keyboard setup.
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Changing the keyboard layout

Since the tool is now installed and active, it is not possible to run the installation command again. Instead of the install command, you
need to use this:

Command: dpkg-reconfigure console-data

depplian

word fo

This will restart the keyboard selection menu i you may now use another keyboard setup.

Note:

The command sudo su grants administrative rights until exiting with the command "exit". Alternatively, you can of course enter sudo
[command] directly, but then you have to enter the password again each time. Do not forget to quit the superuser mode.

Tutorial: Installing RCCMD on a public ESXi Host

This installation instruction describes how to use RCCMD on a public domain ESXi Host.
Please notice that the installation on a public domain host is officially not supported by Generex (the warning in the RCCMD web
configurator will never disappear).

There are several possibilities here - which instructions apply to you depends on two factors:

1.  Which ESXi version is being used
2. Which RCCMD version is in use

Using RCCMD with VMware 5.x

For version 5.x, a (long since deprecated) Media Assistant was offered by VMware itself, on which an RCCMD for VMware was
installed. The following steps must therefore be taken for the use of a free host with version 5.x:

1. Activate SSH in vSphere client:

In the ESXi Host configuration go to -> Software/Security profile -> Services->
Properties-> SSH and choose the option "Start and shutdown with the Host". Start the service and confirm with a click on OK.

localhost generex Jocal VMware ESXi, 5.5.0, 1331820

| Erste Schrtie | Ubersicht | Virtuslle Maschinen | Ressourcenzuteilung | Leistung. [[ERTTSMRREY ( okale Benutzer und Gruppen | Ereignisse | Berechtigungen

Hardware Sicherheitsprofil
® 1 (3 Diensteigenschaften e %
T perado e i) i
edirector (Active Directory-Diens
Pwi y snmpd Remotezugriff
Arbeltsspeicher Network Login Server (Active Directory-Dienst) Standerdméfig wird verhindert, dass Remote-Clients auf Dienste auf diesem Host augreifen, und lokalen Cliens wird
Speicher Ibtd der 2ugriff auf Dienste auf Remote Hosts verweigert.
Netzerk oxa \anfiuriert, starten 0 tomatisch,
Speicheradapter ES-Shell
Netzwerkadapter xora
Local Securty Authentication Server (Active Directory-Dienst)
Emeterte Bnstelungen NTP-Dsemon Bezeichnung Daemon -
Energievernaltung vprobed [ Wird au.
s vpxa Wird au
ESINh ES%-Shell Gestoppt
Lizenzierte Funktionen CIM-Server o1 Gestoppt
Unrzsitkonfiguration Firewall Local Security Authentication Serv...  Gestoppt [ Bgenschafien. .
B R Eingehende Verbindungen NTP-Daemon Gestoppt |
Authentfizerungsdienste sl e e vprobed Gestopet i
erungsciens DNsClient 53 (UDP) Alle = — 4
VM starten herunterfabren N 502 (rc?) Alle e e
Speicherart der YM-Auslagenunggdatei Sicherer CIM-Server 5839 (1CP) Alle enutzerschnitistelle der direiten.. - Wird au
T Schematsprof 2 VMotion 6000 (1cP) alle CIM-Server wird au
Host Cache Konfiguration 2:::;:::‘ 2 [r:?:)) ;‘: :: =
Zuteilng von Systemressourcen e a0ima02 (U0F) i (@ Optionen von SSH (TSM-55H)
Agent-VM Enstellungen vsphere Client 902,443 (1CP) Alle
Ereiterte Enstelungen ipfam 6999 (UDP) Alle €5
cmmds 12345,23451 (UDP) Alle Wird usgefurt
Fault Tolerance 810,320,830 (TCP,UDP) Alle
CIM-Server 5988 (1CP) Alle Starrichtinie
SNMP-Server 161 (UDP) Alle (~ Automatisch starten, wenn ein Port geaffietist, und benden, wenn | I CREERED
rdt 2233 (TCF) alle ale Ports geschiossen werden
vSphere Web Access 60 (TCP) alle & Mt dem Host starten und beenden | 5
am-sp 427 (UDP,TCP) Alle
HCPve 546 (TCP.UDP) e € Manuel starten und beenden
AusgehendeVerbindungen
woL o (o) Alle Diensthefetle
DNS-Client 53 (UDP,TCP) Alle | seenden | meustarten |
rabbitmaproy 5671 (TCP) Alle
nEC 902 (TCP) Alle
NTP-Client 123 (UDF) alle
HER 31031,44046 (TCF) Alle &8 fiiwiien i
DHCPYE 547 (TCR,UDF) alle 6 Abbrechen Hilfe
DHCP-Client €8 (UDP) Alle
Dvssyne §302,8301 (UDP) Alle <
« i v

Name. Ziel oder Satus enthalt: » [ Loschen X
2. Activate automatic boot and shutdown of virtual machines in vSphere Client:

In the ESXi Host configuration, go to -> Start/shutdown VM -> Properties and set the mark for "Enable automatic boot and shutdown of
vm"
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localhost.generex.Jocal VMware ESXi, 5.5.0, 1331820
Erste Schritte | Obersicht | Virtuelle Maschinen | Ressourcenzuteilung ' Leistung [IEXHENERERY Lokale Benutzer und Gruppen | Ercignisse | Berechtigungen

Energievernaitung

beim Starten

Software For fede vituele Maschine Start verzogern ur o <dhine Herunterfahren verzsger um:
Lizenzierte Funktionen o Sekunden

Unrzeitkonfiguration [ Bei Start der VMware Tools sofort fortfabren Aktion beim Herunterfahren:  [Ausschaiten 3
OIS und Routing

VM startenfherunterfahren| 2 Die angegebenen virtuelen Beim in der
Speerort der VW-ALSagerUNgsdatel e

3. Make sure that all VM have installed the VMS VMware tools
4. Connect via SSH with the vMA, and copy the content of the file /root/.ssh/id_rsa.pub

5. Connect via SSH with the ESXi Host directly and paste the content of id_rsa.pub into the file /etc/ssh/keys-root/authorized_keys.

Make sure that the access authority for the file authorized_key is set to 600!

Command for this action is: "chmod /root/.ssh/id_rsa.pub 600"
6. Connect from the vMA via SSH onto the ESXi Host. On first startup you will be asked to add the host key to the known hosts.

7. Check the configuration. If you connect via SSH from vMA to ESXi host, you shouldn't get a password request.
If a password is requested, make sure that both files are 100% identical. If not, repeat the steps 4-7.

8. Activate the FREE_ESXI SHUTDOWN script in the rccmd shutdown.sh.

Comment the line ${ESXI_HOST_SHUTDOWN} with #, and remove in the line #${FREE_ESXI_SHUTDOWN} the comment at the
beginning of the line.

Now you can test RCCMD.
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RCCMD with VMware 6.7 onwards

The configuration is slightly different for version 6.7, as the VMA was deprecated with ESXi v. 6.5. Since version 6.5, RCCMD has been
delivered with its own appliance, which contains a pre-installed and pre-configured RCCMD installation. The configuration path required
depends on the age of the appliance being used.

For RCCMD Appliance up to version 4.54.12 231129, the configuration will be carried out as followed:
Note: This example decribes how to enable SSH-support for ethe ESXi 6.7 onwards free hist with the basic user admin. Ince RCCMD
itself runs with the user AROOTO, you may run into the prtsmlbl em that

To avoid confusion, it is recommended to set up the user admin AND the user root. By doing so, it will work with the user root and athe
user admin. To enable the root (or super wuser) for the entire proce:

Activating the SSH console at the ESXi host

"Tf_; R e I ] E| localhost.generex.local
M @ Host Manage with vCenter Server | 51 Create/Register VM | Shutd
g &P Manage with vCenter Server L localhost.generex.local
@ Disconnect from vCenter Server Version: 6.7.0 Update 3 (Build 1432035¢
Eg Vin - State: Mormal (cennected to vCenter !
B stq T Create/Register VM ‘ Uptime: 25.25 days
@ . Shut down
w~ Reboot
E Enable Secure Shell (SSH)
E_ Manage services on this host I} Enable console shell Ilnc.
Eiu Lockdown mode odel Precision T1700
¢ i q
& Permissions d CPU 4 CPUs x Intel(R) Core(TM) i7-47¢
Memaory 15.84 GB
:: Generate support bundle
Persiztent Memory 0e
[ Get S5H for Chrome ) )
Virtual flash 0B used, 0 B capacity

At the navigator on the left side, right-click the its according host. Under Services, click "Enable Secure Shell (SSH)". Repeat this
procedure with AEnable console shello. After this, click on Manage

|“T§’Navigator ..... || [g localhost.generex.local - Manage
e @ Host System Hardware Licensing Packages | Services Security & users
| 3 Refresh |
Monitor
Nama « w | Naccrintinn w | B
Searchfor TSMand TSM-SSH and ensure the system state is ARunningo.

In the next step, right-click on TSM to open the context menu. Under Policy, change the start condition to AS
Otherwise, the service will not start when the ESXi host comes back after a power fail.

TSM ESXi Shell [ Running
TSM-S5H SSH p Running
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TSM ESXi Shell I+ Running
TSM SSH [» Running
1 ¥ Restart Syslog Server | Running
1 vSphere High Availability Agent H Stopped
I — . :
@ Stop ViMware vCenter Agent l» Running
X.Ora Server E Stopped
Start and stop with firewall ports
Policy optians for this service v Start and stop with host
Start and stop manually
Repeat it with TSMBSH service:
T5M-55H S5H [» Running
vl TSM-S5H Syslog Server [ Running
vl ) Restart vEphere High Availability Agent B Stopped
vl VMware vCenter Agent J Running
X ¥.0rg Server W Stopped
m Stop
E Puolicy » Start and stop with firewall ports

Policy options for this service w Start and stop with host

Start and stop manually

;'g} _—

How to connect the RCCMD Appliance via SSH with the ESXi host

the following configuration steps cannot be done by the web interface, you need to use the console of the RCCMD appliance. You may
use an appropriate tool such as the freeware program putty and log in directly on the console of RCCMD.

As an alternative, you can use the console feature of the host to open the RCCMD console.

er to: [http

The RCCMD Appliance uses this default settings:

User: admin
Password: RCCMD

First you need to create a valid pair of SSH keys. The public key needs to be transferred to the ESXi host to authenticate the RCCMD
Appliance.

Command: ssh-keygen

Follow the configuration dialog:

a. Please define the file location:
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Keep the original settings, just press enter.

If you repeat this configuration step, an old key already exists. In this case, ssh-keygen will ask to overwrite the existing key:

ready exi

To erase the existing key, just press fAyo
b. Advanced password security

When dealing with high security standards, additional passwords to protect key data from unauthorized access, is mandatory. If you do
not need additional password security to encrypt files, press enter without setting up additional passwords. For setting up a key,
additional passwords are optional, not mandatory.

ur public - i . nins.sshs i ._[:lul:l.
fin
Ypdfdig admin@rccmdappliance

ssh-keygen tells you when it finished the key creation.

Transferring the public key part to the ESXi Host, Part 1

Now it is time to transfer the public key to the public ESXi host to allow the RCCMD appliance to send a shutdown command via SSH
without additional passwords.

Command: ssh-copy -id root@<Ip address of your ESXi host>

Appliance: ™% ssh-copy-id -f roo a0, 107
sh-copy-id: INFO: Source of k ] to be installed: "shomesadmins.sshsid_r=a.pub"

You need to enter he root password of your ESXi host. ESXi hosts.

Due to the fact the host is not authenticated, the appliance warns you it could be a faked server and asks if the connection should still
be made:

to filter out any that are alr

remain to be installed -- if you are prompted now it is to inst

Please answer this security question with "yes" (do not just enter y) to confirm the security warning.
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When finished, the RCCMD appliance will show the success of the key transfer:

' inta the machine, with: 1 'root@Elaz. 1685

> that only the | you wanted were dd"

Transferring the public key part to the ESXi Host, Part 2

Although the file was transferred correctly to the default directory, SSH without password will not work:
You need to correct a VMware-specific difference at the default directories:

Command: ssh root@<IP address of your ESXi host>

You need the ESXi root password to log in:
The time and date of this login hawve

HARMING:
Hll commands run on the E
Lll_n'n'il':z:. Do not pr
5 can prompt for

Please note: The first time you may be asked by the RCCMD appliance to add the ESXi host to the known hosts list.
If everything has worked properly so far, you are now connected via SSH with the ESXi server local console.

Now move on to the default directory .ssh where the ssh-copy-id command has placed the public key file:

Command 1: cd/.ssh
Command 2: s

If everything is all right, you will now see the publick e y duthdrized kiéyso

The contents of this file must now be appended to the “real" authorized keys file of the ESXi host without deleting other valid keys:

Command : cat aut horized_keys >> /etc/ssh/keys -root/authorized_keys

Please note that you will not get a confirmation message, the console will only report if something went wrong (missing file, etc.)
After you appended the public key, quit the SSH console and log off.

Command: exit, exit, exit,

[root@localhost .

43


mailto:generex@generex.de
http://www.generex.de/

V. 205-08-26

Testing your public key settings

Debian GHUSLinux 9 rccmdﬁpp
Configure RCCMD at:

rocomdAppliance login:

To validate that the public key works as expected, just log into the ESXi host again via SSH. If the certificate has been installed
correctly, this can be done without a password query.

Log into the console of the RCCMD-Appliance:

User: admin
Password: RCCMD

Opening an SSH connection the authorized keys ESXi host:

Command: ssh root@<IP address of the host >

If everything is prepared correctly, you will see the following screens:

Local RCCMD Appliance login screen:

__.l_.l_n' tu l_il:u:l_lr|n:r|t-:1tl|_|r| Tl_ll' r|||_|r'E' lr|’r|_|r'r||-:1tll_|r|.
[r |:| l:ltIQlEI calhost:™]

Reconfigure RCCMD to manage the public ESXi server

RCCMD need to know that it is a public server (or community edition) and the shutdown is an SSH command - you need to adapt the
shutdown script for ESXi hosts.

Log into the console of the RCCMD appliance and move on to the according directory:

Command 1: cd /opt/rccmd/remoteHostScripts/
Command 2: Is

admin@rccme
admingrccme
ash_too
=h

sion.pl
from_vCenter.pl
sionNumber.pl
_maintenancemode.pl

mleTH ancemaode
mainte :Hmndw
noB1ock Manc
admingrec dehUllHﬂr"'HpT ‘roomd S re
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Keep in mind that local installations may differ: Older versions of RCCMD use the directory /usr/rccmd, whereas later versions use
/opt/rccmd as directory.

However, you need to adapt the script rccmd_shutdown_sh in both cases. The RCCMD appliance provides the user-friendly editor nano
to help doing this configuration work.

Since this script is system-relevant, this configuration can only be carried out as the so-called "SuperUser":

Command: sudo nano rccmd_shutdown_sh

admin@rcomda e:/optsrocomdsremoteHostScripts$ sudo nano roomd_shutdown. sh

Edit the script as followed:

GMU nano 5.4 rccmd_shutdown. sh

Add # to disable this line

Remove # to enable this line

Press CTRL + X to exit the editor and do not forget to save:

(answering "No' will DISCARD changes.)

Save modified buffer?

Cancel

Now you can test RCCMD.

RCCMD Appliance Version 4.54.12 231129 onwards: Configuration for Free Hosts

With the version 4.45.12 231129 and later, some basic configuration steps are obsolete. Due to this fact, the complete configuration
process is less complex:

Enable the SSH -Console on your ESXi Host.

s Navigator @ localhost.generex.local
m_
Ma @ Host Manage with vCenter Server "f_‘t! Create/Reqgister VM Shut d
M Manage with vCenter Server localhost.generex.local
_XI Disconnect from vCenter Server Version: 6.7.0 Update 3 (Build 1432038
31 Vir State: MNormal (connected to vCenter
B stq T Create/Register VM i I Uptime: 25.25 days

£2 Ne [Eg Shut down

=~ Reboot

(3 [ Enable Secure Shell (SSH)

@u Manage services on this host E Enable consele shell bl Inc.
@ Lockdown mode odel Precision T1700
) = T 747

&. Permissions d cPU 4 CPUs x Intel{R) Core(TM) i7-479

B Memory 15.94 GB
O Generate support bundle

B Persistent Memory 0B
" Get S5SH for Chrome
D -« Virtual flash 0 B used, 0 B capacity

Todothis,rightc | i ck on the host in the navigator and go to fAEnabréaet Secur e

with a corresponding message that you should turn the shell off if you do not need it.
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Ensure, this is not just a temporary, but a permanent setting:

e Navigator @ localhost.generex.local - Manage
7 @ Host System Hardware Licensing Fackages Services Security & users
Vonitor
Name 4 Deccrintion St

At the Navigator, click on Manage -Open t he t a Bearfhsfor thesd twoesstries:

TSM ESXi Shell p Running
TSM-S5H S5H r Running

The default setting fort these services is a manual start / stop. As a consequence, the host will not restart this service automatically.

Click with the right mouse button on the TSM service and select frol

TSM ESXi Shell ¢ Running

TSM SSH - Running

| B Restart Syslog Server  Running

1 vSphere High Availability Agent H Stopped
I — . .

& Stop ViMware vCenter Agent l Running

X.Ora Server E Stopped

Start and stop with firewall ports

Policy optians for this service v Start and stop with host

Start and stop manually

Change the setup to AStart and stop T8W-83H hostfi. Repeat this setup f

TSM-SSH S5H [» Running
vl TSM-SSH Syslog Server I Running
vl ) Restart vEphere High Availability Agent B Stopped
vl Vilware vCenter Agent I Running
b X.0rg Server W Stopped

Start and stop with firewall ports

v Start and stop with host

Start and stop manually

;'g} _—

Connect the appliance with the host

You cannot perform this step via the web interface. You need to switch to the console of the RCCMD Appliance. To do this, use an
appropriate tool such as the freeware program PuTTY and log in directly to the console of RCCMD.

As an alternative, you may also use the VMware integrated console to carry out this configuration step.

Mum Lo
nliance login: admin

14 14:14:59
4.

nt your weh br
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For this tutorial, the default credentials are configured:

User: admin
Password: RCCMD

Enable ESXi Free / Public Host configuration

In the last step, you only need to tell RCCMD that it is a public server (or a Community Edition). To do this, you must adapt the special
shutdown script manually.

Log in to the console of the RCCMD appliance with the user "admin" and change to the script directory with the following command and
display the content:

Command 1: cd /opt/rccmd/remoteHostScripts/
Command 2: Is

om_vCenter.pl

HHHHmbEF ﬂl

mleTH anc _ES¥i_direct.pl

mainte EMOC HHTHr ul

noBlo 2 eMode.pl
admin@rccm .fupterEnMsr:thEHDET:EPiptEE

The script that you need to edit is called rccmd_shutdown.sh. The RCCMD appliance offers you the user-friendly editor nano, which is
already pre-installed. As this script is system-relevant, you can only edit this file as a super user:

Commpnand: sudo nano rccmd_shutdown_sh

do nano rcomd_shutdown. sh

Configure the script as follows:

GHU nano 7.2

rocomd_shutdown. sh

"SHUTDOHN"

Replace "false";

SHUTDOHN=false Write "true" instead

cmd
E-"RCCMDCoONfig. jar

CCHDSHUTDOWNMAME

{CCHDCOMF IG_PROPERTIES=%RCCHDDIR Awebcont i sourcessrcemdConfig_lin. propert ies

=soptsrcomds de a-linuxsbin

1. Search for FREE_ESXI_SHUTDOWN=false
2. Setitto true: FREE_ESXI_SHUTDOWN-=true
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Type CTRL + X to quit the editor.
Click Y to confirm saving your changes:

Save modified buffer? {(Answering "Wo'' will DISCARD changes.)

Please ensure not changing the filename.

RCCMD is ready to run with an RCCMD free host.

Tutorial: BACKUP / UPDATE / RESTORE

AT Procedure up to Version 4.54.12 231129:

An update of RCCMD within the existing appliance is not possible - for an update, a new appliance must be rolled out as as described
above.

Backup & Restore
Important for older RCCMD installations:

If you come from an older RCCMD installation and switch to the latest version, please note that the main folders may differ: If there is no
Jop/rcemd/ (later versions of RCCMD) - directory, the files can be found at /usr/rccmd (older versions of RCCMD).

During the work, make sure that you have obtained the necessary administrative release in advance with the command sudo su .
1. Create your backup file
3. Importing a backup file

Step 1: Copying files as backup:

a. Change to the directory /opt/rccmd
Save this file:

o Die Datei Arccmd.cfgh

b.  Change to the directory /opt/rccmd/webconfig/resources
Save these files:

o rcemdConfig_eclipse.properties
0  ream.properties

c.  Save your custom skripts.
Step 2 Continue with installation workn
Roll out the new appliance as described.
Step 3: Restoring the configuration:
The import of the backup is carried out in a similar way to the backup:
a. Copy your own scripts to the according directories. If necessary, overwrite old files.
b. Change to the directory /opt/rccmd
o  Place your saved rccmd.cfg and overwrite the existing file

c.  Change to the directory /opt/rccmd/webconfig/resources
Place the following files from your backup here and overwrite any existing files:

o rcemdConfig_eclipse.properties
o realm.properties

d. To activate the data backup, restart RCCMD.
Check the settings and functions.
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B i Procedure from Version 4.54.12 231129 onwards:

Important: former program version backups are not compatible! With program version 4.54.X.231129, an initial RCCMD configuration is
mandatory.

Using the web interface for a BACKUP / RESTORE:

1. Create a Backup

Notification Settings Save/Restore Configuration

Mware Settings Save Configuration: Backup
Advanced Settings
Web Configuration i ! Selected file:
1
1
! 1
ser Settinas 1 1
TETLEIONLE : Drop file *.zip' here or or click i No file selected
1
etwark Settings i fo select I
. i :
1 Help - I 1
e oo ;
@ Logout

Open Options> Web Conf i gur a tConignratior®anéda Icihc ¥ oo n AtStaes el (RtetsarorZBac k up
configuration file will be downloaded as a packed file.

Remember the IP address of the Appliance.

After noting the IP address, shut down the existing appliance and turn it off. It is not necessary to delete the virtual machine
immediately.

2. Roll out a new Appliance.

Important: To access the web interface, the appliance requires a valid IP address. If this was not assigned during the rollout
process or there is no DHCP server available, you must assign the IP address manually using the console.

3. Restore the Backup.
Place the backup file as downloaded in the given box and click Restore.
4. Test your Settings.
Please note that for some features the backup has been tailored to a specific IP address. For example, if you received the IP

address via a DHCP server, it may have changed. As a result, a
render the RCCMD shutdown ineffective.
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Installation 7T RCCMD for Microsoft Windows

Installation guide for Windows operating systems
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Differences to _VMware

How the principles of functionality differ from RCCMD for VMware:

IT Infrastruktur
RCCMD 1

RCCMD

Viiware
Standalone

RCCMD 2

RCCMD
Ve -
‘R%g}i% RCCMD
cS141
Sobald der CS141 eine Stérung an m
der Hauptstromversorung feststelit,
sendet er in seiner Funkdion als ]
RCCMD Server ein entsprechendes
RCCMD Signal an die Clients. w-
RCCMD 3
Server - A = -
Standalone Die RCCMD Client Software empfangt das Signal

um und fiihrt die entsprechende Anweisungen
gemal Konfiguration aus.

In its function as a valid RCCMD server, the CS141 usually sends control signals to a client, which implements the corresponding
commands depending on the configuration. There are two basic possibilities:

1. Both, signal and sending device are valid.
2. The signal itself is correct and valid, but the sending devices is not listed.

The difference between VMware, Hyper-V and a single server becomes more apparent when looking in detail:

With VMware, different virtual machines normally run on one physical host. When the RCCMD appliance is in use, RCCMD does not
communicate with the virtual machines, but only with the physical host itself. Both, the number of virtual machines and hosts are
irrelevant:

As soon as the IP address is known, the RCCMD appliance can communicate with the according host. Due to this fact, the RCCMD
appliance can be configured to contact as many hosts as wanted - independent to its own host. If you can roll out an OVA file, you will
be able to run the appliance. Furthermore, the virtual machines are not touched by the RCCMD appliance. In this context, shutting down
or moving is a matter between the host and, if applicable, the vCenter.

Windows based operating systems and HYPER-V differ:

You have a Windows operating system on which you can run virtual machines with Hyper-V. When the Windows operating system is
shut down, Hyper-V takes over the coordination of moving and shutting down individual virtual machines. Since RCCMD is not a virtual
machine, but a running program, you move at the level of the local administrator as known from a standalone system:

machines. When the Windows operating system is shut down, Hyper-V takes over the coordination of moving and shutting down
individual virtual machines. Since RCCMD is not a virtual machine, but a running program, you move at the level of the local
administrator as known from a standalone system:

It is possible to run jobs and trigger local scripts to automate everything on the server itself. With a Hyper-V cluster, RCCMD shut down
the local Windows Computer, and Hyper-V will take care of the whereabouts of the virtual machines. This eliminates some menus that
are important for VMware and replaces them with other menu items that are only possible with standalone servers. As a consequence,
you need for each single server an RCCMD client.
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Installation : Windows with GUI

V. 205-08-26

First, unpack the file completely (do not confuse it with the preview of Windows) and change to the unpacked directory. To start the

installation, run rccmdinstaller.exe:

» O5(C) » rcemded » reccended.zip

Mame . Anderungsdatum
changelog.md 21.10.2020 14:06
D options.bct 25.11.2020 14:24
“% rcemdinstaller.exe 21.10.2020 14:08
D recmdinstaller.exe.md3 21.10.2020 14:08
|:] Readme.txt 21.08.2020 15:52
D version. bt 21.10.2020 1407

Typ

Markdown File
Textdokument
Anwendung
MD'5-Datei
Textdokument

Textdokument

® language Sele.. —

Please select the installation language

English - English

QK Cancel

Grafe
5KB
TKB
71.100 KB
1KB
TKB
1KB

First select the language in which you want to carry out the installation. Please note that this language selection has no influence on the

RCCMD client itself - you can adjust it later when configuring RCCMD.

After choosing your preferred installation language, click on OK to start the installation.

The installation dialogs

reboot your computer.

Click Next to continue.

Welcome to the RCCMD Setup Wizard

This wizard will guide you through the installation of RCCMD,

It is recommended that you close all other applications before starting Setup.
This will make it possible to update relevant system files without having to

< Back Mext =

Cancel

The installation dialog is straight and guides you through the complete installation process. Wh e n

ready

t Nekxd gifin,

Note

The installation is divided into two parts. During the first part, RCCMD asks you to enter parameter. When the installation is aborted, the
installation dialog quits and withdraw your choices. Part two is the installation itself i On your mark, RCCMD will start the installation as

configured.
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Step 1: Copyrights, terms of usage
and license information

In this step, you may read our boring warranty conditions,
copyrights and terms of use or, alternatively, simply accept
them without reading... . If you do not agree, the installation
process is terminated without any changes to your system.
Remember these iconic words: Resistance is futile.

V Accept the agr eemmenxtts fia

Step 2: Enter the license key

The RCCMD license key is either enclosed with your
CS141 or you have received an email with a valid key from
your local dealer. Enter the license key and click on "Next"
- The installer automatically checks the validity and informs
in case of an issue.

If you do not have a license key at hand, leave the field
empty and click directly on "Next", RCCMD will
automatically use an internal 30-day evaluation key.

When finished, click fi Ne x t il

Step 3: Choose your setup type

The standard installation uses default installation paths
and a comes with a recommended installation for modules
and ports.

The Custom Installation is aimed at experienced users and
system integrators who want to adapt general RCCMD
functions like installation path or port settings to the target
system during installation.

When finished, click fiNexto.

V. 205-08-26

License Agreement

Please read the following License Agreement. You
continuing with the Setup.

Copyright Ja

o Do you want to abort the installation process?

MNein

The information contained in the manual of this product is nonconditional
and may be changed without due notice. GENEREX nor the reseller of this
product undertakes no cbligations with this information. The software
described in this brochure is given on the basis of a license contract

and an obligation to secrecy an cbligation not to further publicise
The purchaser may make a single copy of the software
No parts of this manual may be transfered to
either electronically or mechanically, or by photocopies
without the express written permisson of the GENEREX

{i.e.
the software material) .
material for backup purposes.
third persons,
or similar means,

(O | accept this agreement
@ |do not accept this agreement

< Back MNext »

Cancel

Register your License & Warning

Please enter your RCCMD license key or leave this field blank to continue
To enter a valid license later, please refer to the user manual. |

Register your License |NCC-1701-D

Invalid license key

< Back MNext =

Cancel

@ RCCMD Setup

Setup Type

Choose the type of setup you prefer, then click Next.

Setup Type
Standard
RCCMD will be installed with the most commen options
Custom
You may choose individual options to be installed. Recommended for experienced users,

< Back Next >

Cancel
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Step 4 i_If Standard _installation is selected

Installation summary

The setup dialog presents an overview of the installation
work to be carried out. If all settingsare OK,pr e s s "t N
start the installation.

To review and change settings, press "Back" and select
"Custom".

Press "Cancel" to exit the installation dialogue, no changes
will be made to your system

Click AB a ¢ k cliahge your settings

Click AN e x {to start the installation process

Proceed to Step 5 1 Finalizing your installation

Step 3ai_Custom installation

Define the installation path

The installation path determines where RCCMD can be
found after installation. Usually, RCCMD uses the standard
path for programs within Windows operating systems.

In case of custom program paths, the configuration dialogue
provides to specify the new path directly. Please note: If
configured, changing the installation path may run into
problems with system right management

& For the graphical file manager, click on the folder
symbol next to the input field.
When finisHedk,t podtesdc k A

Step 3b i _Custom installation

Program icons

The program icons are quick starters with which functions of
RCCMD can be reached directly from the desktop.

If an administrator connects to the corresponding computer
remotely at a later time, he may comfortably configure
RCCMD locally with the quick-start icons.

If you do not want to have program icons, just uncheck.

Pl ease make your W&Nexitcdé& and

V. 205-08-26

@ RCCMD Setup - e

Summary

RCCMD will be installed to the following location:

C:\Program Files (x86\RCCMD

Firewall exception rules will be added for the following components:
- RCCMD Service

- RCCMD Configurator
- RCCMD Motifier

Your RCCMD license is:
You are on the 30 day free trial!

Click Next to continue.

= Back Cancel

Choose Install Location

Setup will install RCCMD in the following felder. Te install in a different folder, click Browse and select
another folder. Click Next to continue.

Destination Folder

C:A\Program Files (x36)\RCCMD | ne
Ordner suchen X
Please choose a drectory, then select OK.
Space required: 134746 KB CilProgram Files (x35)
Space available: 661619 MB eoramm (R
~ | Programme (x86) ~
Acronis
Aiseesoft Studio
Application Verifier
Artweaver Free &
BACS Utiities
BACS Viewer
. N Bonjour .
Abbrechen
@ RCCMD Setup - x
Set Up Shortcuts
Create icons for RCCMD
On my Desktop
In my Start Menu Programs folder
<Back | MNext> || Cancel
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Step 3c i _Custom installation

Select system modules

RCCMD consists of several modules that depend on each
other.

RCCMD service: The central background process that
manages your emergency shutdown. This module is
mandatory for operation.

RCCMD Configurator: This module is the web-based
configuration dialogue for RCCMD. The RCCMD service
may work without the configurator, but since it will harm
the configuration work, we recommend to install it.

RCCMD Notifier: The notifier allows a popup with RCCMD
messages. Furthermore, RCCMD background processes
can be executed interactively with the current user. This
module can be very helpful when using your own scripts.

Select your modules and cli

Step 3d i_Custom installation

HTTP / HTTPS and Web Console Password

By default, RCCMD uses HTTPS for its web interface. An
integrated certificate is available for this purpose. With this
setting, define whether HTTP or HTTPS is to be used as
standard.

TCP/Port: RCCMD does not respond to every port on
requests to the web interface. The default port is 8443. If
you want to use a different port, please specify.

Password: Set the password for the RCCMD web
interface log in. If you want to set the password later,
leave the field as it is. RCCMD will then use the standard

password "RCCMD".
After c k

configuNedgfii on, cli

Step 3e i Custom installation

Configuration Overview

The Summary shows your installation configuration. If
some changes are needed, select "Back" until you reach
the according configuration step.

MAe x t starnthelfidal installation process.

Cancel closes the installation dialogue and discards the
parameters you have set without performing any changes
to the operating system. On Restart, you need to enter all
parameters again.

The configuration vNerxk stéd od

the installation.

V. 205-08-26

# RCCMD Setup - X

Choose Installation Sets

Setup will install the following RCCMD components. To install a different set, select or deselect the desired
components. Click Next to continue.

RCCMD Service
The RCCMD Service is required to install.

RCCMD Cenfigurator
Provides a graphical interface for configuration and administration of the RCCMD service,
RCCMD Notifier

Provides a graphical Windows Tray application for viewing messages of the RCCMD service.

< Back Cancel

c k

ANext "

@ RCCMD Setup - X

Choose Configurator Options

Individual options for the RCCMD Configurater Application

Web Protocol

TCP/IP Port

|3 |

Password

You may enter a new password here, or leave this field as it is to continue with the default one ("RCCMD").

< Back Mext = Cancel

# RCCMD Setup - X

Summary

RCCMD will be installed to the following location:

C:\Program Files (x86)\RCCMD

Firewall exception rules will be added for the following components:
- RCCMD Service
- RCCMD Configurator
- RCCMD Motifier

Your RCCMD license is:
You are on the 30 day free trial!

Click Mext to continue,

< Back Cancel
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Step 5 i_Finalizing your installation

puter

’ﬂstam,,g

“<king fije,

Completing the RCCMD Setup Wizard

Setup has finished installing RCCMD Setup on your computer,

Start RCCMD Service now
Launch RCCMD Configurator now

< Back Finish Cancel

RCCMD automatically installs and configures all selected components. Afterwards configuration work can be done via the web interface
by entering the IP address of the computer:

How to access the interface via web browser:
1  https://127.0.0.1:8443 ,
1  https://[IP-address of the target computer]:8443,
1  https://localhost:8443

Password: RCCMD or your selected password.

The graphical installation of RCCMD is now completed. Please continue with the configuration of RCCMD via the web menu.

Note:

On first visit you may encounter a "certificate error":
Details

Derm Sicherheitszerifikat dieser Website wird von The reason for this behaviour depends on the nature of a certificate: The certificate
Ihrem PC nicht vertraut. itself is valid, but RCCMD was of course installed on a server for whose hardware
Der Hostname im Sicherheitszertifikat der Website the SSL certificate cannot logically be signed. The web browser notices this and

MM et it gem Nemen der Websrie Uberein. consequently indicates that there might be a faked server.
ie Sie besuchen mochten.

Fehlercode: DLG_FLAGS_TNVALTD_CA With Edge, click on "Details", with Crome on "Advanced Options" to get to the
DLG_FLAGS_SEC_CERT_CN_INVALID RCCMD Iogin page.

‘Webseite trotzdem laden (Nicht empfohlen)

Thegraphicalinstallation is done, please proceed to the Quick Configuration Guide

RCCMDuick ConfigurationWindows, Linuxand MAC OS
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Installation via__console

cmdinstaller.e

[2] German -

Flease choose an option [1]

Core servers or operating systems via console access do not offer a GUI - The RCCMD installer automatically and offers an alternative
text mode for the configuration menus. The setup program will guide you through the installation process in exactly the same way as
with the graphical installation.

Silent Install with an options file

The ASilent Installfi is a special~- r
for the installation are stored in a central response file.
Datei  Bearbeiten Format  Ansicht  Hilfe
installer-language=de

mode=unattended

unattendedmodeui=none
installdir=C:\Program Files (x86)\RCCMD
rcemd_license_key=
setup_type_choice=standard_choice
rcemd_configurator_set=1
rcemd_notifier_set=1
configurator_protocol=HTTPS
configurator_port=8443
configurator_password=RCCMD
startmenu_shortcut=1

desktop_shortcut=0
start_rccmd_service=0
open_rccmd_configurator=@

How to create a Silent Install file

Open a text editor and save the file e.g., as rccmd-answer.txt. The
structure of the file is without special characters or special format
symbols.

Note:

To help with crafting a working options file, a demonstration file is also
included within the download.

For a complete silent install, we recommend the following settings

installer-language=de/en Define the installer language

mode=unattended Set the installation mode to silent install.
unattendedmodeui=none Deny interactive questions

installdir=C:\Program Files (x86)\RCCMD Select the installation path

rccmd_license_key= The RCCMD key for this installation. If you do not have a key for

the moment, leave the field empty. RCCMD will then be installed
with an evaluation key.

setup_type choice=standard_choice Choose i St a n fbrathe chodule setup

rccmd_configurator_set=1 Install the configuration interface*

rccmd_notifier_set=1 Installs the messeging service for RCCMD*

configurator_protocol=HTTPS Define the standard access protocol

configurator_port=8443 Choose the access port for RCCMD

configurator_password=RCCMD Enter the default password for the web interface

startmenu_shortcut=1 Do you need a start menu short cut?*

desktop_shortcut=0 Do you need desktop short cuts? *

start_rccmd_service=0 Shall the RCCMD service start directly after installation without
configuration? *

open_rccmd_configurator=0 Shall the web configurator start directly after installation? *

If your operating system does not provide a GUI, you may
dismiss this step*

*1=YES/0=NO

C Command to start the silent installation  : rccmdinstaller.exe --optionfile rccmd -answer .txt
The installation will be done as a background process. After installation, visit the web interface to configure the RCCMD client.
How to access the interface via web browser:

1  https://127.0.0.1:8443 ,

1  https://[IP-address of the target computer]:8443,

1 https://localhost:8443

Password: RCCMD or your selected password.

The RCCMD Windows quick start guid ends at this point. For detailed configuration information, please refer to chapter 7 1
detailed information about the configuration screens.
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Installation - RCCMD for Linux

Installation guide for Linux based operating systems
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Installation under Linux with GUI

In this case, we have chosen a Linux Mint "Ulaya 64 Bit"
with the Cinnamon GUI. Please note that other
distributions, derivatives and GUIs may differ. Please
refer to the according user's manual or your operating
system.

Download and unpacking the s  oftware

After downloading your copy of RCCMD, you need to
unpack the file before installation is possible.

Please ensure that the files are and it is not just a
preview of the packed files. The installation will not work
with packed files.

Installing RCCMD

V. 205-08-26

Downloads

File Edit View Go Bookmarks Help

My Comp

Network

On

uter

. i Open

reemdinst6d | ¥

[ —3—N

Open in New Tab
Open in New Window
Open With

X cut

10 copy

[ Paste Into Folder

#%; Add to favorites

¥, Pin

Rename...

B8 open in Terminal

W Moveto Trash
© Delete
8 Sharing Options
[x] EEEEEEEEN

@] Compress...

R Properties

For the installation, elevated system rights are
necessary. To get elevated system rights, open the
unpacked folder as system administrator.

File

Edit View Go

Elevated Privileges

My Computer

Once opened the directory correctly, there is a note that
you are working within the directory with elevated rights.

#k Home

Bookmarks Help

&€ =2 4 | 4| B | home gunnar Downloads » o

reemdinst64 -9

o

o

changelog.md options.kxt rcemdinstaller.run recmdinstaller. Readme.txt
run.md5
With a double-click on installer.run, the installation
process will start.
version.txt
Network
O ne
6 items, Free space: 10.6 GB S—
The installation screen overview
Runthefile A/ cc mdi nst awiti a@double lick . fi
reemdinst64 RCCMD Setup -0
File Edit View Go Bookmarks Help

« > A 4 | Downloads b o

Elevated Privileges

My Computer
it Home

changelog.md options.kxt reemdinstallerrun
RCCMD Setup

| Select your preferred installation language

English - English L
reemdinst irsion.txt
Network run.md OK Cancel
6 items, Free space: 10.8 GB —

Welcome to the RCCMD Setup Wizard

This wizard will guide you through the installation of RCCMD.

Itis recommended that you close all other applications before
starting Setup. This will make it possible to update relevant system
files without having to reboot your computer.

Click Next to continue.

Forward Cancel

Select languageé
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The license agreement :

We know that nobody really reads a licence agreement, but
we have nevertheless included it here. In order to use the
RCCMD software, it is necessary to confirm the licence
agreement. Due to this fact, we recommend to read it
carefully before acceptinge

If you do not agree, the installer will exit and no changes will
be made to your operating system.t.

The License Key

Please enter the licence key you bought with your copy of
RCCMD. If you do not have a key to hand, leave the field
blank - RCCMD will then automatically use a 31-day
evaluation key, after which the client will deactivate itself until
a valid licence is entered. The operating system is not
affected by this. Please note that you can use as many
RCCMD clients in your network as you like, but each licence
key can only be used once.

As soon as a client is started with the key, the following client
will terminate its service with the message "Licence Fraud".

Only the so-called Corporate Key is valid for a certain
number of clients and can therefore be entered several times.
For more information about the corporate key, please contact
your local dealer. If you want to reuse a key, simply uninstall
the corresponding RCCMD installation that is no longer

V. 205-08-26

RCCMD Setup =

License Agreement

Please read the Following License Agreement. You must accept the terms of this agreement before
conkinuing with the Setup.

Copyright

The information contained in the manual of this product is nonconditional

and may be changed without due notice. GENEREX nor the reseller of this
product undertakes no obligations with this information. The software
described in this brochure is given on the basis of a license contract

and an obligation to secrecy (i.e. an obligation not to further publicise

the software material). The purchaser may make a single copy of the software
material for backup purposes. Mo parts of this manual may be transfered to
third persons, either electronically or mechanically, or by photocopies

or similar means, without the express written permisson of the GENEREX

or the royalty holder.

| accept this agreement
| do not accept this agreement
nstallBuilder
Cancel

Back Forward

RCCMD Setup =

Register your License

Please enkter your RCCMD license key or leave this field blank to continue with a 30 days trial
version.
To enter a valid license later, please refer to the user manual.

Register your License | |

needed nstallBuilder
Back Forward Cancel
Note: You can change the licence key at any time via the
Advanced Settings in the RCCMD configuration menu.
Setup Typ es
RCCMD Setup - RCCMD Setup -
Setup Type Setup Type
Choose the type of setup vou prefer, then click Next. Choose the type of setup you prefer, then click Mexk.
Setup Type Setup Type
Standard
RCCMD will be installed with the most common options
Custom
You may choose individual options to be
installed. Recommended For experienced users.
nstallBuilder nstallBuilder
Back Forward Cancel Back Forward Cancel

Choose the installation type. There are two basic ways to carry out the installation.:

60

Copyright of the European Union is effective (Copyright EU) (c) 2025 GENEREX Systems GmbH, Hamburg, Germany, All rights reserved
TEL +49(40)2269291&EMAIlLgenerex@generex.de WEBwww.generex.dgThis and all other product datasheets are available for download.)



mailto:generex@generex.de
http://www.generex.de/

Standard installation

Setup Type

Choose the type of setup you prefer, then click Next.

Setup Type
Standard

RCCMD will be installed with the most common options

nstallBuilder

Back

Forward

Cancel
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The standard installation will be carried out with a default configuration that holds all recommended basic settings for your RCCMD

software.

For post-installation configuration, the following settings are pre-defined:

https://127.0.0.1:8443

https:// [IP address of the computers]:8443

Default password:

Custom i nstallation

attempt.

RCCMD

The Local Host: The RCCMD web configurator will serve your access

The web interface can also be opened by any computer that is within the
same network segment or reachable network

this installation type offers an installation dialogue to adjust the installation more precisely. Please note that the changed parameters
may require additional administrative adjustments in the operating system. This type of installation is therefore only recommended for

experienced users

RCCMD offers options as followed:

Destination Folder

The default installation will be carried out at /opt/rccmd.
If needed, please adapt the destination path.

[51 For a graphical file browser, click thin icon.

Adapt the modules

The RCCMD service is mandatory for the operation of
RCCMD, therefore it cannot be selected or deselected.

The RCCMD Configurator provides a web interface
through which all necessary settings can be done after
the installation. The web interface can be reached
under the following addresses:

https://127.0.0.1:8443

https:// [IP address of the computers]:8443

Destination Folder

=]

RCCMD Service

RCCMD service.

RCCMD Configurator

Provides a graphical interface for
configuration and administration of the

The RCCMD Service is required to install.

The Local Host: The RCCMD web configurator will serve your access

attempt.

61

The web interface can also be opened by any computer that is within the
same network segment or reachable network
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V. 205-08-26
RCCMD Messaging Outputs

By defaullt, all mess_ages t_hat RCCMD receives and By default RCCMD will print the messages it receives from the network to /dev/console.
wants to pass on will be directed to the console. Here you can choose additional output options.
With these settings, an additional alarm behaviour can Display Messages on all Terminals

be configured:

1. Display on all terminals: The message is e
displayed on all open terminals.

2. Log messages: The messages are logged Display Messages with XMessage

3. Display messages with XMessage:
In case of a GUI, a popup-window appears to show RCCMD messages.

Configure the Web Interface of RCCMD

By default, the web interface of RCCMD is addressed Individual options for the RCCMD Configurator Application
with https and TCP/Port 8443. Edit the settings
accordingly to adapt the RCCMD to fit to your network
infrastructure. The default password is generally
RCCMD. You can adapt it to your needs at a later TCP/IP Port | 8443|
time via the web interface.

Web Protocol = HTTPS Vv

Password =~ seees

Installation Summary

RCCMD Setup =

Summary

RCCMD will be installed to the following location:
Jopt/rccmd
Following sets will be installed:

- RCCMD Service
- RCCMD Configurator

Please make sure the necessary ports are
nokt blocked by the firewall
Your RCCMD license is:

You are on the 30 day free trial!

nstallBuilder

Back Forward Cancel

Depending on whether you have selected the standard installation or the manual installation, you can once again clearly display your
selection here. Up to this point, RCCCMD has not yet carried out any installation work.
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Linux: Finalizing the installation

lnstalling Rcemp Setup

Please yajp hile Satyp nstalls Recpp [< er
whif
CMD on
Your compyy,

Unpacking f;
2 files Instafling

Ready o “‘Sta“
gy o0

e
15 noW ¥
pls

et
Instaligyil e,

(]

Use your web browser to configure RCCMD. Open this url:
https://localhost:8443

Info

You can possibly configure RCCMD from a different
machine with this url:
https;//192.168.81.129:8443

st Bt

oK

RCCMD automatically installs and configures all necessary components. Afterwards, you can access the web interface by entering the
IP address of the computer:

How to access the web interface:
Al https://127.0.0.1:8443,
1  https:// [IP address of the computer]:8443,
1  https://localhost:8443

Password: RCCMD or your selected password.

The graphical installation of RCCMD is now completed. Please continue with the configuration of RCCMD via the web menu.
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Console installation
Basically, the console installation needs the same configuration steps as with the graphical installer.

The following installation example shows the installation on a Linux Mint 20.1 "Ulyssa". Please note that the exact installation
commands may differ with your Linux version.

After logon and downloading RCCMD, change to the according download directory and first unpack the file rccmd64.tar.
Linu= HMint : 1 Ulw linu=mint—-a4Bit ttyz

nint—-&4Bit login: gunnar

Thu Apr - : ES 2021 on ttuyz

nirmt

O loat

Then change to the newly created directory with the unpacked installation files.
Expand system rights

Since system-relevant changes must be done during installation that are reserved for a system administrator, expanded system rights
are required:

Command: sudo su

With the command sudo su necessary increased system rights can be obtained until revoking with the command "exit". As a result, this
is recognizable by the fact that the username is preceded by "root@".

Linu= Mint 2o.1 Uly a linu=mint-&4Bit ttyZz
linu=mint-&4Bit login: unnar

Thu apr 22 : : 221 an
mint—-a4Bit: 7§
nint-64Bit: g > dir
cmoinst J
10w Lo co rc
gunnardlinu=mint - ‘Down Loar comod ins
uco] P F |

root@linu=mint—-&a4Bit: haom mnarSDown load

This completes the preparatory work and you can start the installation dialogue.
The installation dialogues

In this mode, the installer offers an interactive setup that guides you comfortably through the installation process. The setup is called up
via ./rccmdinstaller.run.

Command: ./rccmdinstaller.run

root@linuxmint-64B1it: homesgunnarsDounloads/reomdinstfdd L /rcomdinstaller. run
RCCMD Setup

Language selection

The language selection defines the language the installer should use. You can select another language later within RCCMD. Select your
preferred installation language.

allation la

[1]
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Copyrights, terms of use and license

pplic hefore starting
nt Files without ha

omputer.

to continue.

following in At . You must &

continuing wit ¥ tup.

[Enter] to continue:

While we do not believe that anyone has ever enough time to read this licence agreement, in order to use the RCCMD software it is
necessary to accept the terms of use and license agreements. So, contrary to the recommendation to read carefully, press the enter key
until you can accept the terms of use document directly.:

a .1EiI:Ir__I Err
to other er that y U out of th

[Enter] to continue:

If you do not agree, the installer will exit and no changes will be made to your operating system and the installation dialogue will close.
I f you agrye efi aoptimewtsENAER your decision.
The text-based installer :

Partl: The key

Enter the license key of your RCCMD software here. You can obtain the license key for a fee from your UPS provider. If you have
purchased a CS141 Web manager with your UPS, a license is already included.

If you do not have the key at hand, leave this field empty, RCCMD will automatically use an evaluation key. You can change the key
later in the configuration menu of RCCMD and thus activate your copy permanently.

field hlank to continue with a
to the U ~omanual.

er your Lice

Part 2: The Setup-Type

The setup type defines how many changes can be done during installation.

up Tupe

d with th

dual options t | alled. far ‘ienced us
1]

In general, there are two different setup styles:

1. Recommended settings
RCCMD selects the required components for you in order to grant error-free configuration and operation

2. Custom installation
In this installation mode, you can decide which program parts of RCCMD are to be installed. Please note that the
individual modules are coordinated with each other. If you do not install some modules, it may result in RCCMD not
functioning properly. This mode is only recommended for experienced users.
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If Option 1 is selected:

The setup tool selects the recommended default setting for you and prepares the installation for you:

“our RCCMD lice

You are an

tup is now r g t . i 0 ¥ - computer.

Do you want to continue?

You will get a small overview about the modules. access, method and the installation path. On your mark, the installation of RCCMD is
starts. With "Cancel", at this point, the installation is withdrawn and the setup program quits.

Option 2: Custom installation
Adapt the installation to fit to your infrastructure:
Destination Folder:

Destination Folder

[#optsrcomd] :

As a standard, RCCMD uses /opt/rccmd for the program data. If necessary, adapt the destination folder to your file system.

RCCMD Service and Configurator

i= required to in

The RCCMD service is mandatory i this service manages your shutdown procedure

The RCCMD Configurator is the configuration interface for the RCCMD service. Unless you do exactly know what, you want to do, we
recommend installing this module.

RCCMD Messages

MDr will print the m = it recei from the netu

additional output options.

on all Terminals

RCCMD is capable to receive and display both, automatically generated status messages and custom configured text messages on
system events within your UPS or BACS from all units of the CS121 and CS141 product family. With this setting you can define where
the received messages are displayed accordingly.

Log RCCMD messages

All units of the CS121 and CS141 product family automatically create an event log with a time stamp for the system events. Therefore, it
is normally not necessary to record all incoming messages. If you want to record the incoming messages, activate this function.

XMessage for RCCMD

Dizplay H = with

If a graphical user interface is in use, RCCMD can display the messages as pop-up windows.
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Web protocol, port selection and password

[1]

F word [

The web interface can be accessed via http as well as https, whereby RCCMD activates HTTPS by default. You can adapt this setting
to your requirements later via the configurator. For the correct setting, contact the local administrator.

TCP /1P Port

The port specification defines on which port the web interface can be reached. As a default setting, RCCMD uses port 8443 for its
interface. Please refer to the local administrator to get the correct setting i the port must be available and may have to be enabled
within firewall-solutions and port settings.

Password

Define the login password of RCCMD. This password will be used later when logging in to the web interface. If you want to assign the
password later during configuration work, leave the field empty and confirm with ENTER. By doing so, the default password "RCCMD" is
automatically active.

Installation summary and start installation

Setup is now ready to begin installing RCCHD on your computer.

Do you want to continue?

Up to this point, no changes have been made to your system. If you cancel the installation, your entries will be discarded and you will
revert to the standard installation.

Completing the installation:

etup = = N on Yyour computer.

tup F i s 1oan your

art RCCHMD

The configuration work is done - RCCMD automatically carries out the installation

Note:

By default, RCCMD is preconfigured to manage the shutdown of the operating system in case of receiving a valid RCCMD shutdown
signal. However, since you have not yet defined the conditions a shutdown signal is to be sent or authorized a specific sender, "just
act i vat ileadto yngleasamt surprises, e.g., if team members test the shutdown management at the same time.

Before you start the service within a productive environment (and thus "arm" the shutdown), we recommend a quick configuration via the
convenient web interface.

The installation is finished, you may proceed with the
configuration work.

How to access the web interface:
*

1 http(s)://127.0.0.1:8443,
1 http(s):// [ IP address of the computer]:8443, English v '
1  http(s)://localhost:8443 ¥ RCC M D System Login:

Password: RCCMD or your own configured password.

For the quick configuration via the web interface refer to the
chapter:

RCCMD Quick Configuration: Windows, Linux and MAC OS
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Silent Install_on Linux_ - the options file

Silent Install is a special mode in which all parameters
necessary for the installation are stored in a central answer file.

options.txt (~/Downloads/rccmdinst64) - 08

Datei Bearbeiten Ansicht Suchen Werkzeuge Dokumente Hilfe

. . . . . . RS oz (P

Creating an options file for silent install / scripted roll out G & L = o0 Q @
) . options.txt X

Open a text editor and save the file, for example as rccmd- |4 this parameter sets the installation language

answer.txt. The file structure has no special characters or |# (Possivle values are en and de)

special format symbols. installer-language=en
# The installation mode the installer runs on
Note: # (Possible values are gtk, xwindow, unattended and text)
— # (gtk/xwindow: ui frameworks for a graphical user interface)
# (unattended: no/minimal ui)
To he|p you Creating your own answer (options) file, a well- # (text: a command line installer for operating systems without user interface)
. e . # (Default: gtk)
commented options.txt sample file is included with the mode=gtk

installation files

# The ui mode that the installer uses if the unattended mode is chosen

# (Possible values are none, minimal and minimalWithDialogs)

# (none: no ui is shown/a completetly silent installer)

# (minimal: a progress bar is shown during the installation)

# (minimalwithDialogs: a progress bar is shown during the installation and the
installer will show errors and information in the form of popups/dialogs)

# (Default: none)

unattendedmodeui=none

m Einfacher Text ¥ Leerzeichen:4 ¥ Z.64,5p.23 EINF

For a complete silent install, we recommend the following options setup:

installer-language=de Define the installer language (de/en)

mode=unattended Select your preferred installation mode

unattendedmodeui=none Is an interactive mode generally allowed or wanted?

installdir= /opt/rccmd Default installation path

rccmd_license_key= RCCMD key for this installation. If you don't have a key at hand,
leave the field blank. RCCMD is then installed with an evaluation
key. Note: Since OEM 12 is default, your UPS may not be listed.

setup_type choice=standard choice Configuration dialogue to ADef

rccmd_configurator_set=1 Installs the configuration interface*

messageDisplay=1 Displays RCCMD plain text messages on all consoles*

logMessages=1 Option: This feature will write all console messages to the
RCCMD logfile rccmd.log. *

xMessage=1 Popup Windows for Linux operating systems with a GUI
installed. *

configurator_protocol=HTTPS Defines the http default access method for the RCCMD
interface.

configurator_port=8443 Defines the RCCMD port for reaching out CS141 devices.

configurator_password=RCCMD Default password for the RCCMD user interface

start_rccmd_service=1 Defines the start condition oft he RCCMD service after
installation. *

startmenu_shortcut=1 Shall shortcuts be added to the start menu? *

desktop _shortcut=0 Shall RCCMD Icons be shown on the desktop *

open_rccmd_configurator=0 Define if the configuration dialogue shall be started directly after
installation. Note: This setup does only make sense in case of
your operating system provides a GUI *

*1=JA/0=NEIN

C  Execute Command: ./rccmdinstaller.run  --optionfile [RCCMD-optionsfile].txt

The installation is finished; you may proceed with the configuration work.
How to access the web interface:

1 http(s)://127.0.0.1:8443,

1 http(s):// [ IP address of the computer]:8443,

1  http(s):/Nlocalhost:8443

Password: RCCMD or your own configured password.

For the quick configuration via the web interface refer to the chapter:

RCCMD Quick Configuration: Windows, Linux and MAC OS
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Maintenance, Backup, Update, Restore and Uninstallation

Note:

The following instruction deals with uninstallation under Linux MINT (1) coming with a standard installation under /opt/rccmd/ -
Depending on the distribution and your specifications during installation, installation paths, procedures and required parameters may
differ from these instructions. Please Keep in mind that older versions of RCCMD used as installation path /usr/rccmd.

In this case, you will find the exact commands in the help section of the Linux distribution you are using.

Creating a backup file

Please keep in mind: Depending on the user that is currently logged in; you may need to increase the current system rights with the
command sudo su. Before installing a new (updated) version of RCCMD, cleanly uninstall the old RCCMD version. Depending on the
configuration, data backup as a preparatory measure can save a lot of work. To create a data backup, some configuration work is
necessary:

4. Create a backup that holds files

7.  Implement the backup files.
Step 1: Create a backup file:

d. Open the directory /opt/rccmd
Save a copy of this file:

o ThefleArccmd. cfgh

e.  Switch to the directory /opt/rccmd/webconfig/resources
Save a copy of these files:

o  rcemdConfig_eclipse.properties
0  ream.properties

f.  Save all custom scripts and folders you want to hold.
Step 2/3: Do the installation work
Uninstall the existing RCCMD software and then install the new RCCMD software.
Step 4: Import the backup files:
The import of the backup is carried out in a similar way as the backup:

e. Copy all custom scripts back to the original folders.

f.  Switch to the directory /opt/rccmd

0 Place your saved frccmd.cfgohere and, if necessary, overwrite the existing file

g. Move on to the directory /opt/rccmd/webconfig/resources
Place the following files from your backup here and, if necessary, overwrite any existing files:

o rccmdConfig_eclipse.properties
0 realm.properties

h.  To reload your active RCCMD settings, restart RCCMD.
i Check settings and functions.
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The following instructions deal with the uninstallation of RCCMD for linux under Linux MINT (!) that was carried out with a standard
installation at /opt/rccmd/ - Depending on the distributions and linux modules as well as user defined specifications during the
installation, installation paths, procedures and required parameters may differ from these instructions. if in doubt, please contact the
vendor of your linux operating system or refer to our technical support at support@generex.de:

Simple method for a linux with an active GUI

Option 1: Use the installer

When installing RCCMD for the first time, this feature is not noticeable
because there is no installed version of RCCMD yet.

When updating to a higher program version, however, the old
RCCMD version must first be uninstalled. For this purpose, the
installer provides the corresponding caller routine.

To do this, open the RCCMD installation package as system
administrator and start the file "rccmdinstaller.run” with a double click.

The installer automatically recognizes that RCCMD is already
installed and offers to uninstall it automatically. Confirm the
uninstallation with "Yes" and confirm that you want to uninstall all
modules.

The uninstallation will be carried out automatically:

Uninstalling RCCMD

Uninstall Status

Uninskalling RCCMD
Uninstallation completed

Info

o Uninstallation completed

OK

Question

An already installed version of RCCMD was
found. Do yvou wank to uninstall it?

@

Ja Mein

Question

o Do you want to uninstall RCCMD and all of its modules?

Ja Mein

RCCMD Setup =

Welcome to the RCCMD Setup Wizard

This wizard will guide you through the installation of RCCMD.

Itis recommended that you close all other applications before
starting Setup. This will make it possible to update relevant system
files without having to reboot your computer.

Click Next to continue.

Vor Abbrechen

After the uninstallationis done, just click

AAborto to

Cancel the installati

Note:

Uninstalling via the package and app management is specific to the respective Linux distribution and also depends on the personal
taste of the system administrator. For more information about how to uninstall a program via the system settings, please refer to the in

user manual of the according linux distribution.
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Uninstalling RCCMD via console

RCCMD also comes with its own uninstallation program that you can call directly from the installation directory.
To do this, first open a terminal window. To access the installation directory /opt/rccmd, you first need increased system rights:
To do this, first open a terminal window. But to access the installation directory /opt/rccmd, you first need increased system rights:

Command: sudo su

gunnar@gunnar-virtual-machine:~$ sudo su
[sudo] Passwort fir gunnar:

root@gunnar-virtual-machine: /home/gunnar#

You can recognise success by the fact that "root@" appears in front of your user name.
Starting the uninstallation

Now switch to the installation path of RCCMD to start the uninstallation:

Command 1: cd /opt/rccmd

Command 2: dir

Command 3: Uninstall_RCCMD/uninstall

First, change to the installation directory of RCCMD with the command "cd /opt/rccmd" and make sure with the command "dir" that you
are in the correct directory and that the file Uninstall_RCCMD is present.

root@gunnar-virtual-machine: fopt/rccmd
Datei Bearbeiten Ansicht Suchen Terminal Hilfe

gunnar@gunnar-virtual-machine:~$ sudo su

[sudo] Passwort fir gunnar:

root@gunnar-virtual-machine: /home/gunnar# cd /opt/rccmd
root@unnar-virtual-machine: fopt/rccmd# dir

changelog.md rccmd install log.log send log.sh

inst cfg rcemd. log send mail.sh
jrecemdetfg. jar rccmd mail.sh send message.sh

jre rccmd message.sh send shutdown.sh
manuals rccmd.nfo serial.xxx
messages.dat rccmd notalive.sh ShutdownSuppressed.sh
rccmd rccmd . pem Uninstall RCCMD
rcemd. cfg rccmd shutdown. sh version.txt

rcemd. cfg~ readme. txt webconfig

rcemdetl runRccmdConfig

rccmd execute.sh send checkupsman.sh
root@unnar-virtual-machine:/opt/rccmd# Uninstall RCCMD/uninstall]]

Question

o Do you want to uninstall RCCMD and all of its modules?

Mein

As soon as you enter Uninstall_RCCMD/uninstall and confirm with Enter, the dialogue for the uninstallation starts, which will guide you
through the procedure:
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Uninstalling of no GUI is present

The direct installation can also be triggered from the installation directory of RCCMD directly. By default, this is located under
/opt/rccmd. To get there, however, you need extended system rights after logging in:

Command: sudo su

Linu< Mint 20,1 Uly gunnar-virtual-machine ttyz

tirtual-machine login: gunnar

21 on tty?

nnar#

Initiate uninstall

Switch into the installation path of RCCMD:
Command 1: cd /opt/rccmd

Command 2: dir

Command 3: Uninstall_RCCMD/uninstall

First, change to the installation directory of RCCMD with the command "cd /opt/rccmd” and make sure with the command "dir" that you
are in the correct directory and that the file Uninstall_RCCMD is present. As soon as you enter Uninstall_RCCMD/uninstall and confirm
with Enter, the dialogue for the uninstallation starts, which will guide you through the procedure:

Mochten Sie RCCMD und alle bundenen Module

R R R R R R A A R

ich

The uninstallation is done, press Enter to return to your console.
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Installation - RCCMD for MAC OS

MAC OS Installation guide

Mac OS§
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Installation with the Install Builder r\2020-04-07\MacOSX\

Releasing the file for installation

Apple differs between installable software and original certified software. Due to this fact, an application for MAC OS that ultimately does
not come from the Apple Store itself, may simply be rejected the first installation attempt. Instead of installing as wanted, MAC OS offers
to drop this piece of software into Recycle Bin:

Name

» I rcemdinst
B rccmd-1.0-osx-installer_2020-04-07.app.zip
W rccmd-1.0-osx-installer.app

Dr

sreemd-1.0-osx-installer.app” kann nicht
gedffnet werden, da der Entwickler nicht
verifiziert werden kann.

macOS$ kann nicht verifizieren, dass diese App keine
Malware enthalt.

www.dropbox.com

In den Papierkorb legen Abbrechen

To continue the installation, click on the lock symbol under Settings/Security. Now click on the "Cancel" button of the warning message.
MAC OS will offer you the option "Open anyway":

ﬁﬂ FileVault ~ Firewall Datenschutz

FileVault ~Firewall Datenschutz

Fir diesen Benutzer wurde ein Anmeldepasswort festgelegt Passwort dndern ... Fiir diesen Benutzer wurde ein Anmeldepasswort festgelegt Passwort @ndern ...

& Passwort erforderlich | sofort < nach Beginn des Ruhezustands oder Bildschirmschoners « Passwort erforderlich | sofort < nach Beginn des Ruhezustands oder Bildschirmschoners

Mit deiner Apple Watch Apps und deinen Mac entsperren Mit deiner Apple Watch Apps und deinen Mac entsperren

recmd-1.0-osx-installer.app” kann nicht
Apps-Download erlauben von: gedffnet werden, da der Entwickler nicht Apps-Download erlauben von:
verifiziert werden kann.
e App keine
Das Offnen von ,rcemd-1.0-osx-installer.app” wurde blockiert, da die App nicht Dennoch &ffnen
e doube o von einem verifizierten Entwickler stammt.

In den Papierkorb legen Abbrechen

This shall trigger a warning messagewi t h Op kb @ bufion:

Allgemei

macOS kann den Entwickler von ,rccmd-1.0-osx-installer.app”

Fiir diesen Benutzer wurde ein A L o o " s
nicht verifizieren. Méchtest du die App wirklich 6ffnen?

¥ Passwort erforderlich ['sofort Durch Offnen dieser App (ibergehst du die Systemsicherheit. Dadurch werden
dein Computer und deine persdnlichen Daten méglicherweise Malware
ausgesetzt, die deinen Mac beschadigen oder deine Privatsphire verletzen
kann.

Mit deiner Apple Watch Apps 1 www.dropbox.com

In den Papierkorb legen Offnen Abbrechen

Apps-Download erlauben von:
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Approving a file for the installation

If someone wants to install something on an Apple PC,
extended system rights are sometimes necessary or the
installation cannot be carried out.

RCCMD méchte Anderungen vornehmen.

Apple's installation manager needs to hand over the entire
installation process to the 3rd party software. To confirm this f Gib dein Passwort ein, um dies zu erlauben.
step, the installation manager asks for the corresponding

password. Benutzername: Daniel Dildrop

Passwort:

Abbrechen

RCCMD installation dialogue

The installer is multilingual, you may choose the default
language (English) or a language that is more familiar with you. |

Due to the fact that the language of the installer has nothing to |

do with the language of RCCMD itself, feel free to choose your . .
language - it is possible to adapt the language later on. Please select the installation language

For this Installation guide, we choose the default language

"English". English - English e

When ready, click on OK
Cancel OK

SN | o o S _

The RCCMD Welcome Screen

After selecting your preferred language, RCCMD needs some L RCCMD Setup

information for the installation process:

In general, the installer asks for some basic data that are
necessary for the initial setup configuration. Before you
continue, please ensure a valid key is available and at hand.
RCCMD will ask for it. at any time up to the start, it is possible
to abort the installation by clicking "Cancel"; Unless to the final
click, no changes will be made to your operating system.

Click NEXT

Cancel Next >
Copyrights, licence agreements, and other stuff to read
We would like to briefly explain what you are allowed to do, ® RCCMD Setup . |

what you are not allowed to do, how the software has to be
used, etc - Information that can be read within estimated 0.8
seconds before clicking "I accept the agreement".

Please read the following License Agreement. You must accept the terms of this agreement before |
continuing with the i llation.

By the way, we recommend to read it carefully and if you click
on "l do not accept the agreement"”, the installation will be

aborted because you have not agreed, previously saved data Copyright
will be removed again and the installation dialogue will be The information contained in the manual of this product is nonconditional
closed and may be changed without due notice. GENEREX nor the reseller of this

product undertakes no obligations with this information. The software
described in this brochure is given on the basis of a license contract
After selecting A | accag tedgrmenNEXTcl i ck and an obligation to secrecy (i.e. an obligation not to further publicise
the software material). The purchaser may make a single copy of the software
material for backup purposes. No parts of this manual may be transfered to
third persons, either electronically or mechanically, or by photocopies

| accept the agreement
Do you accept this license? °
| do not accept the agreement

Cancel < Back Next >
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Select installation directory @ RCCMD Setup

recommends it for installation.

If the installation directory does not fit to your system, adjust B A i e
the location according to your wishes and ideas. —— po
After selecting an installation path, click NE X T #

Cancel < Back Next >

The licence key :
Enter your licence key - this was given to you by your dealer @ RCCMD Setup

with the UPS documentation, is included in the
documentation of your CS141 / SITEMANAGER or
SITEMONITOR or was brought to you via e-mail. -

. i Please enter your license key
If you do not have a licence key at hand, simply enter

"DEMO" at this point. RCCMD will use an internal evaluation
key and start the test phase. You can change the licence
key at any time via the web interface.

By doing so, RCCMD will be unlocked to the full version on
restart.

After entering the licence key (or n &t h ), alick NFE X T

Cancel < Back Next >

Optional modules :

The Weblf installs the user interface you need for convenient [ @ RCCMD Setup
and mandatory configuration.

If the Weblf is not selected, please select it so that it is

installed. Please choose your installation sets
Why is this optionally when | need it? Weblf
ltés simple: other software \ e

really not important. In this case, you need it.

Cancel < Back Next >

Click NE X T céntinae
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http(s) and port setting

RCCMD is configured via a modern web interface.

To provide access to the web interface, RCCMD needs to know whether you want to use http/https or on which port internally the
interface should be accessible. The default port for RCCMD is port 8443, but you can select any port that fits your network and is not
occupied. RCCMD is configured via a modern web interface.

In order to access the web interface, RCCMD needs to know whether you want to use http/https and on which port internally the
interface should be accessible. The default port for RCCMD is port 8443, but you can select any port that suits your network and is
available:

® RCCMD Setup -y .
Firewall notice
Please make sure that the ports are enabled in
» case of a firewall

Please specify the port and protocol for the connection to the Web Configuration

Please specify the port and protocol for “
Protocol HTTPS

Protocol HTTPS
Port 8443

Port 8443

Cancel < Back Next > Cancel < Back -
Please note:

RCCMD comes with its own certificate, but it was not created on the MAC OS. A modern web browser will of course notice this and
complain that although there is a valid certificate, it cannot be guaranteed that the website is also what it claims to be. Since this is a
local installation, you may can ignore this notice accordingly.

Click NEXT #

Summary and start installation

In the next step, RCCMD shows you your selection, i.e., the installation directory, the available disk space and the estimated disk space
required for the installation. With "Back" you can go back to the individual configuration steps and with "Cancel" you can cancel and
discard the installation.

RCCMD Setup RCCMD Setup

Please check the details below:
Installation Folder:

Setup is now ready to begin installing RCCMD on your computer.

/Applications/RCCMD
Storage information (for installation target):

Needed: 212780 KB
Available: 212037464 KB

Sancel =hack Next > Cancel < Back Next >

Click ANEXTO to confirm your c¢che6l cheBXT star tioe installation.
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Installation progress and firewall
The installer shows you an overview of the installation process.

RCCMD will ask you whether the firewall should be configured automatically so that you can access the web interface afterwards. With
this question, the installation is completed and RCCMD is ready for use.

) |

® RCCMD Setup Question |

| Do you want to open the rccmdWeblf UI?
| » (URL: https://localhost:8443)

Please wait while Setup installs RCCMD ¢ No

Please wait while Setup installs RCCMD on your computer.

Installing

Unpacking /Applicatiol...]cript/tools/fontawesome/svgs/solid/trophy.svg Installing

Unpacking /Applicatiol...Jameworks/Sparkle.framework/Versions /A/Sparkle

Cancel Cancel

Confirm the firewall question with a click on AYESO

First start of the web configurator

The Safari web browser will inevitably detect that

RCCMD is using a supposedly invalid certificate. This Diese Verbindung ist nicht privat

is not quite correct:
Diese Website gibt sich mdglicherweise als ,localhost” aus, um deine personlichen oder

The certificate is valid, but it was not issued on this finanziellen Informationen zu stehlen. SchlieBe diese Seite.

_computer. Thus, the; computer cannqt authenticate T
itself as credible to itself. However, since you are on
your own computer and are sitting in front of the
machine via the WeblF or via the URL ) ) Safari gibt einen Warnhinweis aus, wenn sich auf einer Website ein ungiiltiges Zertifikat
https://localhost:8443, you can ignore this notice and befindet. Dies kann der Fall sein, wenn die Website fehlerhaft konfiguriert wurde oder ein
confirm the certificate permanently. Angreifer deine Verbindung manipuliert hat.

Fiir weitere Informationen zeige das Zertifikat an. Wenn du dir der Risiken bewusst bist,
kannst du 6ffne diese Website.

Quick configuration

The installation of RCCMD on a MAC OS is completed. Now proceed with the chapter for quick configuration of RCCMD via the web
interface.

GENEREX

English H

System Login:

Username: admin

Password:

System Status : running

Version: 4.22.12 200407
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RCCMD Quick Setup : Windows, Linux and MAC OS

Quick Configuration Guide i The most important settings
For Windows, Linux und Mac OS
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Login and quick configuration

This chapter is about getting started quickly and securing your RCCMD installation.
How to access the web-based interface:
T https://127.0.0.1:8443 ,

1  https:// [IP-Adresse des Computers]:8443,
1  https://localhost:8443

Password: RCCMD or your password

& O a A Zertifikatfehler | https://localhost:8443/login.htm;j

CGENEREX

System Login:

Username: admin

Password:

System Status : not running

Version: 4.32.12 201021

If you have assigned a password during installation, you need to enter it now for access. If you left the field blank, use this original
password:

1  RCCMD or the password you entered during installation.

After logging in, you can access the configuration menus:

Step 1: Click on Status > System Status

GENEREX
*

RCCMD System Status
DE Language ~ Current status of RCCMD is: NOt running
M Status ~

P sStart MStop  C'Restart
System Status

c ~ GENEREX
*

® Logout

Please check that under System Status RCCMD is set to "not running”. This ensures that your server cannot be accidentally shut down
for now.
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Step 2: Option s>Connections

RCCMD Connections Cancel

The list below identifies all senders that are allowed to connect to this listener.

BE Language
M Status ~ : . -
MNote: An empty list means that every sender can connect to this listener.
o8 Options ~
Connections
Insert
Sender IP Address
Remove
Edit

Protocol
Jser settings The setting below increases the security of connections to this RCCMD
iHelp ~
[ Accept only SSL connections (requires restarting RCCMD)
Reject expired SSL certificates
@ Logout

Under Connections, click "Insert" and enter the IP address of the responsible CS121/ CS141/ UPSManager, ... - in short, the valid
RCCMD Shutdown Sender.

Make sure that you also click on "Save Changes" at the top right so that the stored IP address is valid.

What you do with this step:

As soon as an IP address is stored right here, the RCCMD client will only accept exactly THIS IP address as an authorized transmitter.
Other signals are politely documented, but the execution is refused.

Step 3: Control Heartbeats under Options>Heartbeats

RCCMD Heartbeats ——

The UPS alive check can be used to monitor the availability of each sender.
D& Language ~

—[J Enable automatic UPS alive check

M Status ~
by the use of CS121 / UPSMAN Traps
E- 4 Options ~ o ! B
. by polling C5121 / UPSMAN every: 1800 seconds
Heartheats and retry each failed connection: 100 times

Sivia oo Siiies When the alive check fails, then RCCMD will use the following setting:

Notification Settings C:\Program Files (x86)\RCCMD\alive.bat

Web Configuration Test UPS connections:  Run alive check now...

Via this function, you can determine whether the RCCMD client also reaches its CS141
and communication is running. Please note that for licensed products - i.e., manufacturers
of SNMP cards that have carried out an RCCMD licensing, this function is not necessarily
supported by the hardware.

€5121 / UPSMAN addresses Alive result

RCCMD - UPS alive check ®

All GENEREX cards (BACS / CS121/ CS141/ SITEMONITOR / SITEMANAGER) support 10101010 ox
this function, RCCMD shall provide an "OK" at this point.

Important: You don't necessarily need the heartbeats with a simple shutdown scenario.
For using advanced redundancy functions, this function must be activated - this function

carries out the redundancy check in case of a power failure.
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Step 4: Check the shutdown sequence

Under Options, click on Shutdown Settings

RCCMD Shutdown Settings UM save Changes

= When RCCMD shuts down your operating system, it will use the following sequence:
anguage ¥

M Status ~
5 Options ~

Command sequence: Insert...

Connections

Shut down System

s

Redundancy

Shutdown Settings

Settings file:

C:\Program Files (x86)\RCCMD\shutdown.bat

By default, the command sequence "Shut down system" should already be included:

RCCMD triggers a shutdown script that will advise the Windows operating system to shut down and switch off the hardware. If the
computer should simply restart afterwards, this is set within the BIOS. Keep in mind that some settings must be done by BIOS settings
that will configure. beneath other things, the mainboard directly and depends on how the entire computer shall react to a power fail.

How does the RCCMD shutdown job list work?

If an RCCMD shutdown is triggered via a valid transmitter, this list is executed from top to bottom as entered. So, make sure that
"System Shutdown" is always the last item to be executed.

Step 5: Check and change licence

Open Status>System Status and click on Start

RCCMD System Status

D& Language ~ Current status of RCCMD is: NOt running

Status ~
M status P stat  BStop  C'Restart

System Status

98 Options ~ GENEREX

iHelp ~ *
@ Logout

Proceed to "Event log". If you see this entry, the key you entered is not correct:

RCCMD Event Log Reload Log File

These are the events that have occured on this computer.
BB Language ~

M Status ~ Date Time Event
System Status 2021-06-  16:41:49 RCCMD: Copyright (c) 1996-2020 Generex GmbH
View Event Log =
o Options ~ 2021-06-  16:41:49 RCCMD: RCCMD Listen Mode started.
22
iHelp ~
2021-06-  16:41:49 RCCMD: RCCMD V5.0.0.2 - Windows Remote Console Command Program
22
& Logout 2021-06-  16:41:48 RCCMD: RevThreadUdp started
22

2021-06-  16:41:49 RCCMD: UPSMAN/RCCMD Evaluation version - testing purpose only, this software will stop working in
22 30 days.
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How to change the RCCMD license Key:

Click on Options>Advanced Settings

At the very bottom, you will find the setting "Update license key":

1P address U.0.0.0 means every local address

Notificatio ngs
Advanced Settings Hor 6003
onfiguration default TCP Port is 6003
1gs
Message Port
Use this Port to send Messages to RCCMD Tray.
@ Logout Message Port: 961
Start Jobs as interactive User: [
q RCCMD Lizenzschlussel setzen

RCCMD License

Set a new license key for RCCMD

RCCMD Lizenz

Update License Key Einen neuen RCCMD Lizenzschlissel setzen

Lizenzschlissel:

DEMO| X

Ein ungiitliger Lizenzschlissel wird in der Logdatei protokolliert

[ Niemals wieder zeigen

Abbrechen

Simply enter the new key and click "Restart" under "Status". The test key log file entry appears until a valid key is entered.
Step 6: Change User Password
Click on Options>User Settings

M Status ~ Administrator User Name: ndtoin

¢ Options ~
Current Administrator Password: RCCMD @

Connections

New Administrator Password: N e

undancy
Shutdown Settings Confirm New Password: New Password Confirmation

Notification Settings

S =

Web Configuration

User Settings

Using the default password is a crucial security leak i If not changed during installation phase to a custom password, RCCMD will grant
a access to all RCCMD functions for anyone who knows how to read a manual. Due to this fact, we strongly recommend to change the
password as fast as possible.

How to change the password

Current Administrator Password: Enter the current password. I f not changed du
New Administrator Password: Enter a new password.
Confirm Administrator Password: Repeat your new password to confirm your settings.
Note:
Remember to choose a fs tJobodA5g3-palslsevor do, e. g. ARef |l
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The RCCMD Web Interface

All configuration menus in detail explained
For Windows, Mac OS and Linux
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The Welcome Screen

GSGENERESX
2

Select RCCMD
— Interface language
|English ¥)

System Login:

Username: admin
. Password:
System Status : running Enter the password
The current system status to access RCCMD
L ~ Login

Login Button

Version: 4.37.12 210512

After installation, log in via the web interface and start with the configuration of RCCMD. The u s e naéns is predefined by system and
cannot be changed:
1 All configured actions are administrative interventions in a running operating system.
Available password options
1  If you did not assign a password during installation:
In this case, use the default password RCCMD.
1  If you assigned your own password during installation:

Use the password that you assigned.

Note
On initial setup, the system status is defaultly "not running".

In this system state, RCCMD will neither receive nor be able to convert valid signals. This is an intentional state because with the initial
default start-up configuration state, any valid RCCMD shutdown signal will be executed accordingly.
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Check system state

After logging in, you will be redirected to the current system status page. From here, RCCMD can be basically actively switched ON /
OFF:

Start

Starts the RCCMD service. The configuration changes will be armed. As soon as RCCMD is active, incoming RCCMD signals will be
logged executed.

Stop

This function stops the RCCMD service. The incoming signals are not monitored and RCCMD will neither log nor trigger incoming
RCCMD signals.

Restart

The restart stops the RCCMD service and then starts it again. This function combines the other two functions and can be used to
initialize a configuration on the fly.

Note
WhydolneedanRCCMmReA t 2art #
In some cases, RCCMD has to read configuration files and take them to the active configuration during initialization. However, this can

only be done during a restart - the complete server does not have to be restarted for this, it is sufficient if RCCMD exits briefly and then
restarts itself. If this is necessary when changing configurations, RCCMD will automatically inform you via a pop-up window.
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